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SPP HPE Custom Image vibsdepot mapping for Gen9 and later
This document does not apply to HPE Superdome servers. For information on HPE Superdome, see the following links:

e HPE Integrity Superdome X
e HPE Superdome Flex

Information on HPE Synergy supported VMware ESXi OS releases, HPE ESXi Custom Images and HPE Synergy Custom SPPs is available at:

e VMware OS Support Tool for HPE Synergy

Information on HPE Synergy Soffware Releases is available at:

e HPE Synergy Software Releases - Overview

HPE Custom Image to SPP Mapping

Use the following links to view the table that maps the HPE Custom Images for the OS release o the vibsdepot directory and the matching SPP release for Gen9 and
later servers. The vibsdepot directory contains all the drivers and soffware added 1o the referenced HPE Custom Image, or the drivers and software for a hot-fix for the
referenced HPE Custom Image as described in the footnotes. The SPP contains the drivers included in the referenced HPE Custom Image and the matching FW
components. Starting with the 2018.03.0 SPP, the HPE value-add software included in the referenced HPE Custom Image is also included in the SPP.

The HPE Custom Image and HPE Add-on are available at http://www.hpe.com/info/esxidownload.

Use the SPP link in the table to view detailed information on where to obtain the appropriate firmware, drivers and software for the supported OS releases and server
generations for the SPP release. SPP documentation and downloads for all the SPP releases can be found at http://www.hpe.com/servers/spp/download. The SPP
Component Release Notes contain a detailed list of all the firmware and driver components included in the SPP.

The tables map the HPE Custom Image to the SPP that matches the content of that HPE Custom Image. For information on how to update to a newer SPPs, see section
Updating to Newer SPPs below.

VMware vSphere 80 U2
VMware vSphere 80 U1
VMware vSphere 8.0

VMware vSphere 7.0 U3
VMware vSphere 7.0 U2
VMware vSphere 7.0 U1l
VMware vSphere 7.0

VMware vSphere 6.7 U3
VMware vSphere 6.5 U3
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https://h20195.www2.hpe.com/V2/GetDocument.aspx?docname=4AA6-5018ENW
https://h20195.www2.hpe.com/v2/GetDocument.aspx?docname=a00043141enw
https://techhub.hpe.com/eginfolib/synergy/sw_release_info/VMware_Support.html
http://www.hpe.com/info/synergy-sw-release-information
http://www.hpe.com/info/esxidownload
http://www.hpe.com/servers/spp/download

—
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SPP and HPE Software and Driver Mapping

Use the following links to view detailed information on where to obtain the appropriate firmware, drivers and software for the supported OS releases and server generations
for the SPP release. Starting with the 2018.03.0 SPP, the HPE value-add software included in the HPE Custom Image is also included in the SPP.

The tables map the HPE Custom Image fo the SPP that matches the content of that HPE Custom Image. For information on how to update to a newer SPPs, see section
Updating to Newer SPPs below.

Genl11 SPP 2023.10.00.00

Gen10 Patch Bundle version 2023.09.00.01
Genl1 Patch Bundle version 2023.04.00.05
Genl10 SPP 2023.09.00.00

Genll SPP 202 3.04.00.00

Genl0 SPP 2023.03.00.00

Genl1 SPP 2023.02.0

Gen10 Patch Bundle 2 Supplement
Genll SPP 2022.12.0

Genl10 Patch Bundle 1 Supplement
2022.09.01

2022.03.1/Gen%.1

2021101

VUP 1411

VUP 1421

2021.051

2021041

VUP 142

VUP1.41

VUP 131

VUP 122

VUP121

2020.09.3

VUP11.2

VUP 10

2020.03.2

201912.2

2019.091

2019.03.2
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Updating to newer SPPs
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The table in the Important Notes section in the VMware Software Recipe documents available on https://vibsdepot.hpe.com lists all previously released HPE Custom
Images that can be updated using the referenced SPP and vibsdepot directories. For example, the entry below from the Dec 2022 VMware Software Recipe for the
Genl11 SPP 2022.12.00.00 and the Gen10 Patch Bundle 1 Supplement indicates that the HPE Custom Image for VMware vSphere 7.0 Update 2 (04 May 2021) can
be updated using the Gen11 SPP 2022.12.00.00 and the Gen10 Patch Bundle 1 Supplement and can also use the dec2022 vibsdepot directory to update the drivers
and software to match the FW in the Gen11 SPP 2022.12.00.00 and the Gen10 Pafch Bundle 1 Supplement.

HPE Custom Image
Identifier

Driver Updates

Software Updates

OS Version HPE Custom Image
HPE Custom Image
vSphere 7.0 for VMware vSphere
Update 2 7.0 Update 2 (04

May 2021)

oem-build702.0.0.10.7.0

Driver Updates are required.
Required drivers are available from:
Genl0 Patch Bundle 1 Supplement at:

www.hpe.com/servers/spp/custom

Offline bundles updates af:

http://vibsdepot.hpe.com/hpe/dec2022/esx
i-700-devicedrivers

Software updates are required.
Required software is available from:
Gen10 Patch Bundle 1 Supplement aft:
www.hpe.com/servers/spp/custom
Offline bundle updates at:

http://vibsdepot.hpe.com/hpe/dec2022/esx
i-700-bundles
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https://vibsdepot.hpe.com/
http://www.hpe.com/servers/spp/custom
http://vibsdepot.hpe.com/hpe/dec2022/esxi-700-devicedrivers
http://vibsdepot.hpe.com/hpe/dec2022/esxi-700-devicedrivers
http://www.hpe.com/servers/spp/custom
http://vibsdepot.hpe.com/hpe/dec2022/esxi-700-bundles
http://vibsdepot.hpe.com/hpe/dec2022/esxi-700-bundles
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VMware vSphere 8.0 U2

No Gen9 support.
If use VMware Life Cycle Manager (vL.CM) to perform updates, use of any other mechanism to perform updates will cause the vLCM compliance check to fail.

Information about the HPE Hardware Support Manager (HSM), HPE vLCM Plug-in that enable vLCM to perform FW update, for Gen10 and forward HPE servers running
vSphere 8.0 and forward VMware OS releases, is available at:
e  OneView HSM at: HPE OneView for VMware vCenter Documentation
o OV4VC 10.1 and older is no longer available. Update to OneView HSM OV4VC 10.2 or newer. Refer to CA:
https://support.hpe.com/hpesc/public/docDisplay?docld=emr_na-a00130066en_us
o SPP 2022.09.01 or newer requires OV4VC 11.1 or newer.
e HPE Greenlake for Compute Ops Management plug-in for VMware vCenter at: HPE Greenl ake for Compute Ops Management Documentation

For latest vSAN driver and firmware support, see: VMware Compaftibility Guide vSAN. vSAN support information added starting with Gen11 SPP 2023.10.00.00 and
Gen10 Patch Bundle version 2023.09.00.01 releases. For previously released vSAN support, refer to VCG.

HPE Custom Image | HPE Custom Image Profile Name |vibsdepot directory/HPE ESXi Add-on SPP Comments VSAN Support
Genll1 SPP
HPE Custom Image for nttp://vibsdepot.hpe.com/hpe/nov2023  [2023.10.00.00 : N
\VMware vSphere 80 |HPE-Customn-AddOn_802.0011.50 HPE ESXi 80 U2 Add-on Gen10 Patch Bundle iezj\’;re/som'on f;“j;rjg,q;gjs
U2 (Nov 2023) 802.0.011.50) version 2023.09.00.01 . ’
o Gen11 Patch Bundle
HPE Custom Image for ;”D'/ [vibsdepothpe com/hpe/sep21.202 o ion 2023040005
\ngfl\évsaere \ggge)re 80 |HPE-Custom-AddOn_802.0.011.40 LIPE ESXi 80 U2 Add-on (2382]3_%2%% o 8.0 U2 release Refer to VCG.
P 802.0.011.4.0) B
—
Hewlett Packard

Enterprise


http://www.hpe.com/support/vmware-vcenter
https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00130066en_us
https://support.hpe.com/connect/s/product?language=en_US&cep=on&kmpmoid=1014368370&tab=manualsAndGuides
https://www.vmware.com/resources/compatibility/search.php?deviceCategory=vsanio&details=1&vsan_type=vsanio&io_partner=515&page=1&display_interval=10&sortColumn=Partner&sortOrder=Asc
http://vibsdepot.hpe.com/hpe/nov2023
http://vibsdepot.hpe.com/hpe/sep.21.2023
http://vibsdepot.hpe.com/hpe/sep.21.2023

VMware vSphere 8.0 U1
No Gen9 support.

—
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If use VMware Life Cycle Manager (vL.CM) to perform updates, use of any other mechanism to perform updates will cause the vLCM compliance check to fail.

Information about the HPE Hardware Support Manager (HSM), HPE vLCM Plug-in that enable vLCM to perform FW update, for Gen10 and forward HPE servers running

vSphere 8.0 and forward VMware OS releases, is available at:
e OneView HSM at: HPE OneView for VMware vCenter Documentation

o OV4VC 10.1 and older is no longer available. Update to OneView HSM OV4VC 10.2 or newer. Refer to CA:
https://support.hpe.com/hpesc/public/docDisplay?docld=emr_na-a00130066en_us

o SPP 2022.09.01 or newer requires OV4VC 11.1 or newer.
e HPE Greenlake for Compute Ops Management plug-in for VMware vCenter at: HPE Greenl ake for Compute Ops Management Documentation

801.0011.3.0)

HPE Custom Image HPE Custom Image Profile Name |vibsdepot directory/HPE ESXi Add-on SPP Comments
Genl1 Patch Bundle
nttp://vibsdepot.hpe.com/hpe/sep2023  |version 2023.04.00.05 .
\'jspigrf;og”drfa(gg fozr O\/;g;vlare HPE-Custorn-AddOn_801.00.11.40 HPE ESXi 80 U1 Add-on Gen10 SPP ie;";zspT'on
P ' P 801.00.11.4.0) £023.09.00.00 P
Genl1 SPP
nttp://vibsdepot.hpe.com/hpe/aug2023  [2023.04.00.00 .
\'jspiecrfgogndﬁii foéc\g”g’fre HPE-Custom-AddOn_801.001132 HPE ESXi 80 U1 Add-on Gen10 SPP i;g’aizspmn
P ’ 9 801.00.11.32) 2023.03.00.00
Genl1 SPP
nttp://vibsdepot.hpe.com/hpe/jun2023 2023.04.00.00
C'SPEhecrfgogndﬁffrfozro\gﬂare HPE-Cusfom-AddOn_801.00.11.3.1 HPE ESXi 80 U1 Add-on Gen10 SPP L/N('j‘g’fég patch
P : 801001131 2023.03.00.00 P
nttp://vibsdepot.hpe.com/hpe/apr.18.202 Genll SPP
HPE Custom Image for VMware 3 2025040000
\Sphere 80 U1 (Apr 2023) HPE-Custom-AddOn_801.0.0.11.3.0 LIPE ESXi 8.0 U1 Add-on %oo 8.0 U1 release

* Includes VMware vSphere 8.0 Ula. For more information, see VMware Release Note at  https://docs.vmware.com/en/VMware-vSphere/8.0/rn/vsphere-esxi-80ula-

release-notes/index.html
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http://www.hpe.com/support/vmware-vcenter
https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00130066en_us
https://support.hpe.com/connect/s/product?language=en_US&cep=on&kmpmoid=1014368370&tab=manualsAndGuides
http://vibsdepot.hpe.com/hpe/sep2023
http://vibsdepot.hpe.com/hpe/aug2023
http://vibsdepot.hpe.com/hpe/jun2023
http://vibsdepot.hpe.com/hpe/apr.18.2023
http://vibsdepot.hpe.com/hpe/apr.18.2023
https://docs.vmware.com/en/VMware-vSphere/8.0/rn/vsphere-esxi-80u1a-release-notes/index.html
https://docs.vmware.com/en/VMware-vSphere/8.0/rn/vsphere-esxi-80u1a-release-notes/index.html

VMware vSphere 8.0
No Gen9 support.

—
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If use VMware Life Cycle Manager (vLCM) to perform updates, use of any other mechanism to perform updates will cause the vLCM compliance check fo fail.

Information about the HPE Hardware Support Manager (HSM), HPE vLCM Plug-in that enable vLCM to perform FW update, for Gen10 and forward HPE servers running

vSphere 8.0 and forward VMware OS releases, is available at:
e OneView HSM at: HPE OneView for VMware vCenter Documentation

o OV4VC 10.1 and older is no longer available. Update to OneView HSM OV4VC 10.2 or newer. Refer to CA:

https://support.hpe.com/hpesc/public/docDisplay?docld=emr na-a00130066en_us

o SPP 2022.09.01 or newer requires OV4VC 11.1 or newer.
e HPE Greenlake for Compute Ops Management plug-in for VMware vCenter at: HPE Greenl ake for Compute Ops Management Documentation

HPE Custom Image HPE Custom Image Profile Name vibsdepot directory/HPE ESXi Add-on [SPP Comments
Genll SPP
) 2023.04.00.00 ;
HPE Custom Image for VMware nttp://vibsdepot.hpe.com/hpe/aug2023  [== ===~ Server/option
2 HPE-Custom-AddOn_800.0.0.11.3.1 , il Gen10 SPP
vSphere 8.0 (Aug 2023) HPE ESXi 8.0 Add-on (800.0.011.3.1) 5023.03.00.00 updates
Genl1 SPP
: 2023.04.00.00 .
HPE Custom Image for VMware nttp://vibsdepot.hpe.ccom/hpe/apr2023  [= =~ Server/option
2 HPE-Custom-AddOn_800.0.0.11.3.0 A i} Gen10 SPP
Sphere 8.0 (Apr 2023) HPE ESXi 8.0 Add-on (800.0011.3.0) >023.03.00.00 Updates
: Genl11 SPP 2023.02.0 )
HPE Custom Image for VMware ) ) nttp://vibsdepot.hpe.com/hpe/feb2023 Server/option
VSphere 80 (Feb 2023) * HPE-Custom-AddOn_8000011.20  Lnr Foyig 0 add-on 800001120y  |2oribFaichBundie? o e
Supplement
. Genl11 SPP 2022.12.0 .
HPE Custom Image for VMware ) ) nttp://vibsdepot.hpe.com/hpe/dec2022 Server/option
VSphere 80 (Dec 2022) HPE-Custom-AddOn_8000011.10  [\or royi 80 Add-on 800001110y | ctOPaichBundied Sy e
Supplement
HPE Custom Image for VMware ) ) nttp://vibsdepot.hpe.com/hpe/oct2022 Mware I1A/GA
vSphere 8.0 (Oct 2022) HPE-Custom-AddOn_8000010100 [pr royi 60 add-on (8000010100 2220701 release

* Includes VMware vSphere 8.0a For more information, see VMware Release Note at https://docs.vmware.com/en/VMware-vSphere/8.0/rn/vsphere-esxi-80a-release-

notes/index.html
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http://www.hpe.com/support/vmware-vcenter
https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00130066en_us
https://support.hpe.com/connect/s/product?language=en_US&cep=on&kmpmoid=1014368370&tab=manualsAndGuides
http://vibsdepot.hpe.com/hpe/aug2023
http://vibsdepot.hpe.com/hpe/apr2023
http://vibsdepot.hpe.com/hpe/feb2023
http://vibsdepot.hpe.com/hpe/dec2022
http://vibsdepot.hpe.com/hpe/oct2022
https://docs.vmware.com/en/VMware-vSphere/8.0/rn/vsphere-esxi-80a-release-notes/index.html
https://docs.vmware.com/en/VMware-vSphere/8.0/rn/vsphere-esxi-80a-release-notes/index.html
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? Includes VMware vSphere 8.0b. For more information, see VMware Release Note at https://docs.vmware.com/en/VMware-vSphere/8.0/rn/vsphere-esxi-80b-release-
notes/index.html
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https://docs.vmware.com/en/VMware-vSphere/8.0/rn/vsphere-esxi-80b-release-notes/index.html
https://docs.vmware.com/en/VMware-vSphere/8.0/rn/vsphere-esxi-80b-release-notes/index.html
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VMware vSphere 7.0 U3

If use VMware Life Cycle Manager (vLCM) to perform updates, use of any other mechanism to perform updates will cause the vLCM compliance check to fail.

Information about the HPE Hardware Support Manager (HSM), HPE vLCM Plug-ins that enable vLCM to perform FW update, for Gen10 and forward HPE servers
running vSphere 7.0 and forward VMware OS releases, are available at:
e iLO Amplifier HSM at: iLO Amplifier Pack Documentation
o Deprecation information for iLO Amplifier HSM at: https://support.hpe.com/hpesc/docDisplay?docl ocale=en US&docld=a00133620en us
e OneView HSM af: HPE OneView for VMware vCenter Documentation
o 0OV4VC 10.1 and older is no longer available. Update to OneView HSM OV4VC 10.2 or newer. Refer to CA:
https://support.hpe.com/hpesc/public/docDisplay?docld=emr na-a00130066en_us
o SPP 2022.09.01 or newer requires OV4VC 11.1 or newer.
o HPE GreenlLake for Compute Ops Management plug-in for VMware vCenter at: HPE Greenl_ake for Compute Ops Management Documentation

Information on the HPE recommended combinations of VMware Base Image, HPE AddOn and HPE SPP/VUP to use with vLCM/HSM is available at: HPE Recommended
vLCM Desired Image Definitions.

Starting from HPE VMware ESXi 7.0 U3 Custom Image, the OEM build vib is no longer included, and hence cannot be used as a Custom Image Identifier. The Custom
Image Profile Name now replaces the OEM-build vib as the Custom Image Identifier.

HPE removed all previously released ESXi 7.0 U3 content from vibsdepot in alignment with the VMware announcement that ESXi 7.0 Update 3, ESXi 7.0 Update 33, and
ESXi 7.0 Update 3b were removed from all online and offline download portals on November 18th 2021. Please see KB 86398 for further details. The below information
is for the HPE deliverables based on the new ESXi 7.0 U3c and forward releases.

For latest vSAN driver and firmware support, see: VMware Compatibility Guide vSAN. vSAN support information added starting with Gen11 SPP 2023.10.00.00 and
Gen10 Patch Bundle version 2023.09.00.01 releases. For previously released vSAN support, refer to VCG.

HPE Custom Image ErF())Eilgul\?;?nrg ikl vibsdepot directory/HPE ESXi Add-on SPP Comments vSAN Support
Genll SPP
e 3 2023.10.00.00%%
C'sPEhgrueS;O(r)n d?zé%i\f/ozr C\)/nglare HPE-Custom- jFTfE‘/ é\ggfgeoog‘;iié?g:] hpe/nov2023 Gen10 Patch Bundle — Server/option smartpqi: Yes
1p 02297 AddOn_703.0.0.11.5.0%9%? 1019 version updates Isi-mr3: Yes
5,6,13,19,22,2 703 O O 11.5 O) ,10,19,22
T 2023.09.00.0119%2
Genl11 Patch Bundle
HPE Custom Image for VMware nttp://vibsdepot.hpe.com/hpe/sep2023 * persion .
HPE-Custom- , 2023.04.00.05%% Server/option
Sphere 7.0 U3 (Sep 2023 HPE ESXi 7.0 U3 Add- PP — Refer to VCG.
!é,le,l‘?e,ZrZib ( ep ) AddOﬂ_7030011401°22 703 OO ;I_:I_ 40)41019220” w UpdaTeS erer 10
R 2023.09.00.00%%
—
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https://support.hpe.com/hpesc/public/docDisplay?docId=a00097866en_us
https://support.hpe.com/hpesc/docDisplay?docLocale=en_US&docId=a00133620en_us
http://www.hpe.com/support/vmware-vcenter
https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00130066en_us
https://support.hpe.com/connect/s/product?language=en_US&cep=on&kmpmoid=1014368370&tab=manualsAndGuides
http://vibsdepot.hpe.com/customimages/Valid-vLCM-Combos.pdf
http://vibsdepot.hpe.com/customimages/Valid-vLCM-Combos.pdf
https://kb.vmware.com/s/article/86398
https://www.vmware.com/resources/compatibility/search.php?deviceCategory=vsanio&details=1&vsan_type=vsanio&io_partner=515&page=1&display_interval=10&sortColumn=Partner&sortOrder=Asc
http://vibsdepot.hpe.com/hpe/nov2023
http://vibsdepot.hpe.com/hpe/sep2023

—
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Gen11 SPP

HPE Custom Image for VMware  [HPE-Custom- nttp://vibsdepot.hpe.com/hpe/apr2023 * 2023.04.00.00%% Server/option
vSphere 7.0 U3 (Apr 2023) AddOn_703.00.11.30 HPE ESXi 7.0 U3 Add-on Gen10 SPP P Refer to VCG.
5,6,13,19,22,25 19,22 703.0.0.11.3.O>4'10'19'22 20230300001922 UpdaTeS
HPE Custom Image for VMware |HPE-Custom- nttp://vibsdepot.hpe.com/hpe/feb2023 3 Gen11 SPP 2023.02.0 Server/option
vSphere 7.0 U3 (Feb 2023) AddOn_703.0011.20 HPE ESXi 7.0 U3 Add-on (703.0.0.11.2.0) Gen10 Patch Bundle 2 P Refer to VCG.
5613192224 19,22 1,10,19,.22 Supplement %22 updates
HPE Custom Image for VMware |HPE-Custom- nttp://vibsdepot. hpe.com/hpe/dec2022 3 Genl1 SPP 2022.12.0 Server/option
vSphere 7.0 U3 (Dec 2022) AddOn_703.0011.10 HPE ESXi 7.0 U3 Add-on (703.00111.0) Gen10 Patch Bundle 1 P Refer to VCG.
5613192224 1922 11019,22 Supplement 1922 updates
HPE Custom Image for VMware |HPE-Custom- nttp://vibsdepot.hpe.com/hpe/oct.20.2022 3 Server/option
vSphere 7.0 U3 (Oct 2022) AddON_703.0.0.10.10.0 HPE ESXi 7.0 U3 Add-on (703.0.0.10.10.0) 2022.09.01 2 P Refer to VCG.
5613,19,20,22 19,22 1,10,19,22 updates

HPE Custom Image for VMware

HPE-Custom-

nttp://vibsdepot.hpe.com/hpe/jul2022 3

2022.03.1 %%

Mware patfch
updates

vSphere 7.0 U3 (Jul 2022) AAdONn_703.001091 HPE ESXi 7.0 U3 Add-on (703.0.0.10.9.1) Geno 1 1921 L ast image fo Refer to VCG.
5613,19,20,21 19,21 1101921 : support Gen 9
servers
VMware patch
VHSPEheCrueS;OCr)n U'??%e :Ozro\g\gv € HPE-Custom- nttp://vibsdepot.hpe.com/hpe/apr2022 3 2022031 % updates Refer 16 VCG
5,6,5,17,19 ' P AddON_703.00.10.90* HPE ESXi 7.0 U3 Add-on (703.0.0.10.9.0) “1°¥ |Gen9.1 ** Server/option '
Updates
HPE Custom Image for VMware _ ) Y . 3
\Sphere 7.0 U3 (Jan 2022) HPE-Custom nttp://vibsdepot.hpe.com/hpe/jan2022 > 021101 1518 Mware patfch Refer 1o VCG.

5,6,13,16,18

AddOn_703.0.0.10.81 *®

HPE ESXi 7.0 U3 Add-on (703.0.0.10.8.1) #1018

updates

The ESXi 7.0 content published in the HPE Online Depot is for offline use only. It cannot be used with VMware vSphere Image Builder, VMware Update Manager or
VMware Life Cycle Manager (vVLCM) as an online depot.

* This Add-on will be displayed in vLCM with Name “HPE Customization for HPE Servers”. See the VMware vSphere documentation on how to use the HPE ESXi 7.0
U3 Add-on, which contains all the HPE Online Depot content for ESXi 7.0 U3.

10

This image includes the Integrated Smart Update Tools for VMware ESXi.

with the VMware 7.0 U2 or earlier Base Images to define the desired image.

13

This image includes the hpe-upgrade-component fo enable update from HPE Custom Images for VMware vSphere 6.X to ESXi 7.0 U3.

This Add-on only supports ESXi 7.0 U3 and can only be used in vLCM with the VMware 7.0 U3 Base Image to define the desired image. It cannot be used in vLCM

This image contains drivers that support both open and optimized options and are supported with both open and optimized firmware in the SPP and VUP.

—
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http://vibsdepot.hpe.com/hpe/apr2023
http://vibsdepot.hpe.com/hpe/feb2023
http://vibsdepot.hpe.com/hpe/dec2022
http://vibsdepot.hpe.com/hpe/oct.20.2022
http://vibsdepot.hpe.com/hpe/jul2022
http://vibsdepot.hpe.com/hpe/apr2022
http://vibsdepot.hpe.com/hpe/jan2022
https://docs.vmware.com/en/VMware-vSphere/index.html

15

16

17

18

19

20

21

22

24

25

26

27
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This SPP supports use with vLCM and the OneView HSM and iLO Amplifier HSM with ESXi 7.0 U3 and matches the confent in the listed ESXi 7.0 U3 January 2022
HPE Custom Image. This SPP also supports use with vLCM and the OneView HSM and iLO Amplifier HSM with ESXi 7.0 U2 to update the SW/Driver/FW recipe.
For information on support for using this SPP with older ESXi 7.0 HPE Custom Images, see the Updating to newer SPPs section in this document.

Includes VMware vSphere 7.0 U3c. For more information, see VMware Release Note at https://docs.vmware.com/en/VMware-vSphere/7.0/rn/vsphere-esxi-70u3c-

release-notes.html

Includes VMware vSphere 7.0 U3d. For more information, see VMware Release Note at https://docs.vmware.com/en/VMware-vSphere/7.0/rn/vsphere-esxi-70u3d-

release-notes.html
These images, SPP/MSBs and AddOns are the last that support HPE Blades.

These images, SPP/MSBs and AddOns are not supported with HPE Blades.

Includes VMware vSphere 7.0 U3f. For more information, see VMware Release Notfe at https://docs.vmware.com/en/VMware-vSphere/7.0/rn/vsphere-esxi-70u3f-

release-notes.html
These images, SPP/MSBs and AddOns are the last to support HPE Gen9 servers

These images, SPP/MSBs and AddOns are not supported with HPE Gen9 servers

Includes VMware vSphere 7.0 U3i. For more information, see VMware Release Note at https://docs.vmware.com/en/VMware-vSphere/7.0/rn/vsphere-esxi-70u3i-

release-notes.html

Includes VMware vSphere 7.0 U3l. For more information, see VMware Release Nofe at https://docs.vmware.com/en/VMware-vSphere/7.0/rn/vsphere-esxi-70u3l-release-

notes.html

Includes VMware vSphere 7.0 U3n. For more information, see VMware Release Note at https://docs.vmware.com/en/VMware-vSphere/7.0/rn/vsphere-esxi-70u3n-

release-notes.html

Includes VMware vSphere 7.0 U30. For more information, see VMware Release Note at https://docs.vmware.com/en/VMware-vSphere/7.0/rn/vsphere-esxi-70u30-

release-notes/index.html
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https://docs.vmware.com/en/VMware-vSphere/7.0/rn/vsphere-esxi-70u3c-release-notes.html
https://docs.vmware.com/en/VMware-vSphere/7.0/rn/vsphere-esxi-70u3c-release-notes.html
https://docs.vmware.com/en/VMware-vSphere/7.0/rn/vsphere-esxi-70u3d-release-notes.html
https://docs.vmware.com/en/VMware-vSphere/7.0/rn/vsphere-esxi-70u3d-release-notes.html
https://docs.vmware.com/en/VMware-vSphere/7.0/rn/vsphere-esxi-70u3f-release-notes.html
https://docs.vmware.com/en/VMware-vSphere/7.0/rn/vsphere-esxi-70u3f-release-notes.html
https://docs.vmware.com/en/VMware-vSphere/7.0/rn/vsphere-esxi-70u3i-release-notes.html
https://docs.vmware.com/en/VMware-vSphere/7.0/rn/vsphere-esxi-70u3i-release-notes.html
https://docs.vmware.com/en/VMware-vSphere/7.0/rn/vsphere-esxi-70u3l-release-notes.html
https://docs.vmware.com/en/VMware-vSphere/7.0/rn/vsphere-esxi-70u3l-release-notes.html
https://docs.vmware.com/en/VMware-vSphere/7.0/rn/vsphere-esxi-70u3n-release-notes.html
https://docs.vmware.com/en/VMware-vSphere/7.0/rn/vsphere-esxi-70u3n-release-notes.html
https://docs.vmware.com/en/VMware-vSphere/7.0/rn/vsphere-esxi-70u3o-release-notes/index.html
https://docs.vmware.com/en/VMware-vSphere/7.0/rn/vsphere-esxi-70u3o-release-notes/index.html
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VMware vSphere 7.0 U2

If use VMware Life Cycle Manager (vLCM) to perform updates, use of any other mechanism to perform updates will cause the vLCM compliance check to fail.

Information about the HPE Hardware Support Manager (HSM), HPE vLCM Plug-ins that enable vLCM to perform FW update, for Gen10 and forward HPE servers
running vSphere 7.0 and forward VMware OS releases, are available at:
e iLO Amplifier HSM at: iLO Amplifier Pack Documentation
o Deprecation information for iLO Amplifier HSM at: https://support.hpe.com/hpesc/docDisplay?docl ocale=en US&docld=a00133620en us
e OneView HSM af: HPE OneView for VMware vCenter Documentation
o 0OV4VC 10.1 and older is no longer available. Update to OneView HSM OV4VC 10.2 or newer. Refer to CA:
https://support.hpe.com/hpesc/public/docDisplay?docld=emr_na-a00130066en_us

Information on the HPE recommended combinations of VMware Base Image, HPE AddOn and HPE SPP/VUP to use with vLCM/HSM is available at: HPE Recommended
vLCM Desired Image Definitions.

HPE Custom Image HPE Custom Image Identifier vibsdepot directory/HPE ESXi Add-on SPP Comments
. s VUP 1421 2 ,
HPE Custom Image for VMware vSphere bem-build-702.0.010.7.0 nttp://vibsdepot.hpe.com/hpe/may2021 ° b021.05.0 811 Server/option
7.0 U2 (May 2021) 56131920 DA HPE ESXi 7.0 U2 Add-on (702.0.0.10.7.0) 4 T e updates
2021.04.0
HPE Custom Image for VMware vSphere I ttp://vibsdepot.hpe.com/hpe/mar2021 3 2020.09.0 8%
7.0 U2 (Mar 2021) 563338 pem-build-70200106.3 HPE ESXi 7.0 U2 Add-on (702.0.010.6.3) *1° VUP 13122 70 U2 GA release

The ESXi 7.0 content published in the HPE Online Depot is for offline use only. It cannot be used with VMware vSphere Image Builder, VMware Update Manager or
VMware Life Cycle Manager (vLCM) as an online depot.

This Add-on will be displayed in vLCM with Name “HPE Customization for HPE Servers”. See the VMware vSphere documentation on how to use the HPE ESXi 7.0
U2 Add-on, which contains all the HPE Online Depot content for ESXi 7.0 U2.

This image includes the Integrated Smart Update Tools for VMware ESXi.
This image includes the hpe-upgrade-component fo enable update from HPE Custom Images for VMware vSphere 6.X to ESXi 7.0 U2.
This SPP only supports online update with ESXi 7.0 and update releases on Gen10 and newer servers.

This Add-on only supports ESXi 7.0 U2 and can only be used in vLCM with the VMware 7.0 U2 Base Image fo define the desired image. It cannot be used in vLCM
with the VMware 7.0 or 7.0 U1 Base Images o define the desired image.
™ This SPP does not support use with vLCM and HSM.

12

10

This VUP only supports use with vLCM and HSM with ESXi 7.0 U2 and only supports online update with ESXi 7.0 U2 on Gen10 and newer servers.

13

This image contains drivers that support both open and optimized options and are supported with both open and optimized firmware in the SPP and VUP.
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https://support.hpe.com/hpesc/public/docDisplay?docId=a00097866en_us
https://support.hpe.com/hpesc/docDisplay?docLocale=en_US&docId=a00133620en_us
http://www.hpe.com/support/vmware-vcenter
https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00130066en_us
http://vibsdepot.hpe.com/customimages/Valid-vLCM-Combos.pdf
http://vibsdepot.hpe.com/customimages/Valid-vLCM-Combos.pdf
http://vibsdepot.hpe.com/hpe/may2021
http://vibsdepot.hpe.com/hpe/mar2021
https://docs.vmware.com/en/VMware-vSphere/index.html

Name SPP Version Image/Add-on Version

amsd, amshelpr Bundle 3.6.0 Bundle 3.6.10
VIBs: 11.6.0 VIBs: 11.6.10

hpessacli hpessacli 4.20.9.0 hpessacli 4.21.7.0

gedentyv gedf 2240 gedf 2.2.80
gedrntv 3.40.9.1 gedrntv 3.40.18.0
gedentv 3.409.0 gedentv 340190
gedi 21950 gedi 2.19.9.0

Ipfc Ipfc 12.6.228.4 VMware in-box

Ipfc 12.8.298.3
hpe-vnic-enablement N/A 1.00
isut 2.70 271

MRVL-QLogic-FC

glnativefc 4.1.9.0

VMware in-box
glnativefc 4.1.14.0

Intel-igbn

igbn 1.4.11.0

VMware in-box
igbn 1.411.2

—
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** This image contains different software and drivers than what is included in the 2020.09.0 SPP. The newer software and drivers are listed below and are available in
the vibsdepot directory listed above, as well as VUP 1.3.1.

¥ Includes VMware vSphere 7.0 U2a (Express Patch 01). For more information, see VMware Release Note at https://docs.vmware.com/en/VMware-
vSphere/7.0/rn/vsphere-esxi-70u?a-release-notes.html

*® This image contains different driver and software versions than what is included in the 2021.04.0 and 2021.05.0 SPPs. The different driver and software versions
are available in the vibsdepot directory listed above, as well as VUP 1.4.2.1.

Driver/SW Name

SPP Driver/SW Version

Image Driver/SW Version

Ipfc 12.8.3290 1283291
HPE-Ufility- 10.7.0 1050
Component
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https://docs.vmware.com/en/VMware-vSphere/7.0/rn/vsphere-esxi-70u2a-release-notes.html
https://docs.vmware.com/en/VMware-vSphere/7.0/rn/vsphere-esxi-70u2a-release-notes.html

—

Hewlett Packard

Enterprise
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If use VMware Life Cycle Manager (vLCM) to perform updates, use of any other mechanism to perform updates will cause the vLCM compliance check to fail.

Information about the HPE Hardware Support Manager (HSM), HPE vLCM Plug-ins that enable vLCM to perform FW update, for Gen10 and forward HPE servers
running vSphere 7.0 and forward VMware OS releases, are available at:
e iLO Amplifier HSM at: iLO Amplifier Pack Documentation
o Deprecation information for iLO Amplifier HSM at: https://support.hpe.com/hpesc/docDisplay?docl ocale=en US&docld=a00133620en us
e OneView HSM af: HPE OneView for VMware vCenter Documentation
o 0OV4VC 10.1 and older is no longer available. Update to OneView HSM OV4VC 10.2 or newer. Refer to CA:
https://support.hpe.com/hpesc/public/docDisplay?docld=emr_na-a00130066en_us

Information on the HPE recommended combinations of VMware Base Image, HPE AddOn and HPE SPP/VUP to use with vLCM/HSM is available at: HPE Recommended
vLCM Desired Image Definitions.

HPE Custom Image EZE’rﬁcilésrTom Image vibsdepot directory/HPE ESXi Add-on SPP Comments
: 321 VUP 1.411" )
HPE Custom Image for VMware vSphere oem-build-701.0010.7.0 nttp://vibsdepot.hpe.com/hpe/may2021 >4+ b021.05.0 811 Server/option
7.0 U1 (May 2021) 36131920 R HPE ESXi 7.0 U1 Add-on (701.0.0.10.7.0) “*° 5021 04 0 °1 updates
HPE Custom Image for VMware vSphere oem-build-701.0.010.6.3 nttp://vibsdepot.hpe.com/hpe/jan2021° 2020.09.0 7 Server/option
7.0 U1l (Jan 2021) 361314151618 DA HPE ESXi 7.0 U1 Add-on (701.0.0.10.6.3) #*° VUP 122% updates
HPE Custom Image for VMware vSphere oem-build-701.0.010.60 nttp://vibsdepot.hpe.com/hpe/oct2020 3 2020.09.0 8% Server/option
7.0 U1 (Oct 2020) 61314 e HPE ESXi 7.0 U1 Add-on (701.0.0.10.6.0) “*° VUP121* updates
HPE Custom Image for VMware vSphere . nttp://vibsdepot.hpe.com/hpe/oct2020 3 2020032 °
7.0 UL (Oct 2020) 561314 0em-build-7010010.60 | o 5y 70 U1 Add-on (701.0.0106.0) *1° 70 UL GA release

3

The ESXi 7.0 content published in the HPE Online Depot is for offline use only. It cannot be used with VMware vSphere Image Builder, VMware Update Manager or
VMware Life Cycle Manager (vLCM) as an online depot.

This Add-on will be displayed in vLCM with Name “HPE Customization for HPE Servers”. See the VMware vSphere documentation on how to use the HPE ESXi 7.0
U1 Add-on, which contains all the HPE Online Depot content for ESXi 7.0 U1.

4

This image includes the Integrated Smart Update Tools for VMware ESXi.
This image includes the hpe-upgrade-component to enable update from HPE Custom Images for VMware vSphere 6.X to ESXi 7.0 U1.
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https://support.hpe.com/hpesc/public/docDisplay?docId=a00097866en_us
https://support.hpe.com/hpesc/docDisplay?docLocale=en_US&docId=a00133620en_us
http://www.hpe.com/support/vmware-vcenter
https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00130066en_us
http://vibsdepot.hpe.com/customimages/Valid-vLCM-Combos.pdf
http://vibsdepot.hpe.com/customimages/Valid-vLCM-Combos.pdf
http://vibsdepot.hpe.com/hpe/may2021
http://vibsdepot.hpe.com/hpe/jan2021
http://vibsdepot.hpe.com/hpe/oct2020
http://vibsdepot.hpe.com/hpe/oct2020
https://docs.vmware.com/en/VMware-vSphere/index.html
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This SPP only supports online update with ESXi 7.0 and update releases on Gen10 and newer servers.

2020.03.2 is supported with the October 2020 HPE Custom Image for Gen9 servers only

This Add-on only supports ESXi 7.0 U1 and can only be used in vLCM with the VMware 7.0 U1 Base Image to define the desired image. It cannot be used in vLCM
with the VMware 7.0 Base Image to define the desired image.
This SPP does not support use with vLCM and HSM.

This VUP only supports use with vLCM and HSM with ESXi 7.0 U1 and only supports online update with ESXi 7.0 U1 on Gen10 and newer servers.
This image contains drivers that support both open and optimized options and are supported with both open and optimized firmware in the SPP and VUP.

This image contains different software and newer drivers than what is included in the 2020.09.0 SPP. The different software and newer drivers are listed below
and are available in the Add-on and vibsdepot directories listed above.

Name SPP Version Image/Add-on Version
hpessacli hpessacli 4.20.9.0 hpessacli 4.21.7.0
gedentyv gedf 2.2.40 qedf 2.2.80

gedrntv 34091 gedrntv 3.40.18.0

gedentv 3.409.0 gedentv 340190

qedi 2.19.5.0 qedi 2.19.9.0
Ipfc lpfc 12.6.228.4 VMware in-box

Ipfc 12.6.278.10

hpe-vnic-enablement N/A 1.00
hpe-utility-component conrep 10.6.0 conrepl0.5.0

Includes VMware vSphere 7.0 Ulc Patch. For more information, see VMware Release Note at https://docs.vmware.com/en/VMware-vSphere/7.0/rn/vsphere-esxi-
70ulchtml

This image is not supported on HPE ProLiant Blades. For more information see https://support.hpe.com/hpsc/doc/public/display?docld=emr na-a00109978en us

2020.09.0 is supported with the January 2021 ESXi 7.0 U1 HPE Custom Image for Gen9 servers only.

This image contains newer soffware than what is included in the 2020.09.0 SPP. The newer software and drivers are listed below and are available in the
vibsdepot directory listed above, as well as VUP 1.2.2.

SW Name SPP SW Version Image SW Version
amsd, amshelpr Bundle 3.6.0 Bundle 3.6.10
VIBs: 11.6.0 VIBs: 11.6.10

Includes VMware vSphere 7.0 U1d Patch. For more information, see VMware Release Note at https://docs.vmware.com/en/\VVMware-vSphere/7.0/rn/vsphere-esxi-
70uld.html
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https://docs.vmware.com/en/VMware-vSphere/7.0/rn/vsphere-esxi-70u1c.html
https://docs.vmware.com/en/VMware-vSphere/7.0/rn/vsphere-esxi-70u1c.html
https://support.hpe.com/hpsc/doc/public/display?docId=emr_na-a00109978en_us
https://docs.vmware.com/en/VMware-vSphere/7.0/rn/vsphere-esxi-70u1d.html
https://docs.vmware.com/en/VMware-vSphere/7.0/rn/vsphere-esxi-70u1d.html
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*® This image contains different driver and software versions than what is included in the 2021.04.0 and 2021.05.0 SPPs. The different driver and software versions
are available in the vibsdepot directory listed above, as well as VUP 1.4.1.

Driver/SW Name

SPP Driver/SW Version

Image Driver/SW Version

Ipfc 12.8.329.0 12.8329.1
HPE-Ufility- 10.7.0 1050
Component

—
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VMware vSphere 7.0

If use VMware Life Cycle Manager (vLCM) to perform updates, use of any other mechanism to perform updates will cause the vLCM compliance check to fail.

Information about the HPE Hardware Support Manager (HSM), HPE vLCM Plug-ins that enable vLCM to perform FW update, for Gen10 and forward HPE servers
running vSphere 7.0 and forward VMware OS releases, are available at:
e iLO Amplifier HSM at: iLO Amplifier Pack Documentation
o Deprecation information for iLO Amplifier HSM at: https://support.hpe.com/hpesc/docDisplay?docl ocale=en US&docld=a00133620en us
e OneView HSM af: HPE OneView for VMware vCenter Documentation
o 0OV4VC 10.1 and older is no longer available. Update to OneView HSM OV4VC 10.2 or newer. Refer to CA:
https://support.hpe.com/hpesc/public/docDisplay?docld=emr_na-a00130066en_us

Information on the HPE recommended combinations of VMware Base Image, HPE AddOn and HPE SPP/VUP to use with vLCM/HSM is available at: HPE Recommended
vLCM Desired Image Definitions.

HPE Custom Image HPE Custom Image Identifier yibsdepot directory/HPE ESXi Add-on SPP Comments
\VUP 112 @ Update support
HPE Custom Image for VMware . nttp://vibsdepot.hpe.com/hpe/jun2020 * P Updated drivers
Sphere 7.0 (Jun 2020) 567 oem-build-700001055 HPE ESXi 7.0 Add-on (700.00.105.5) * 2020052 Full Infel/Marvel adapter
support
. VUP 112 °
HPE Custom Image for VMware e nttp://vibsdepot.hpe.com/hpe/apr2020 2 N
Sphere 7.0 (Apr 2020) * pem-build-7000010.50 HPE ESXi 7.0 Add-on (700.0.0.10.5.0) *° U200 70 GArelease

This image is superseded by the June 2020 HPE Custom Image.

This content is superseded by the content in the jun2020 directory.

The ESXi 7.0 content published in the HPE Online Depot is for offline use only. It cannot be used with VMware vSphere Image Builder, VMware Update Manager or
VMware Life Cycle Manager (vLCM) as an online depot.

This Add-on will be displayed in vLCM with Name “HPE Customization for HPE Servers”. See the VMware vSphere documentation on how o use the HPE ESXi 7.0
Add-on, which contains all the HPE Online Depot content for ESXi 7.0.

This image includes the Infegrated Smart Update Tools for VMware ESXi.
This image includes the hpe-upgrade-component to enable update from HPE Custom Images for VMware vSphere 6.X to ESXi 7.0.
Includes VMware vSphere 7.0 Patch 7.0b. For more information, see VMware Release Note at https://docs.vmware.com/en/VMware-vSphere/7.0/rn/esxi70b.html

VUP 1.1.2 is supported with the April and June HPE Custom Image for Gen10 and forward only
2020.03.2 is supported with the April and June HPE Custom Images for Gen9 servers only
*® This Add-on is superseded by the 700.0.0.10.5.5 Add-on
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https://support.hpe.com/hpesc/public/docDisplay?docId=a00097866en_us
https://support.hpe.com/hpesc/docDisplay?docLocale=en_US&docId=a00133620en_us
http://www.hpe.com/support/vmware-vcenter
https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00130066en_us
http://vibsdepot.hpe.com/customimages/Valid-vLCM-Combos.pdf
http://vibsdepot.hpe.com/customimages/Valid-vLCM-Combos.pdf
http://vibsdepot.hpe.com/hpe/jun2020
https://docs.vmware.com/en/VMware-vSphere/index.html
https://docs.vmware.com/en/VMware-vSphere/7.0/rn/esxi70b.html
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VMware vSphere 6.7 U3
HPE Custom Image HPE Custom Image Identifiervibsdepot directory SPP Comments
HPE Custom Image for VMware vSphere . =0 o 2022.031°%° Mware patch updates
6.7 U3 (Apr 2022) 6785739 oem-build-670.0.0.10.9.0 nttp://vibsdepot.hpe.com/hpe/apr2022 en01 Server/option updates

26

This image includes the Integrated Smart Update Tools for VMware ESXi.

This image contains drivers that support both open and optimized options and are supported with both open and optimized firmware in the SPP and VUP.
37

Includes VMware vSphere 6.7 EP23. For more information, see VMware Release Note at https://docs.vmware.com/en/VMware-vSphere/6.7/rn/esxi670-
202201001 .html

w

9

These images, SPP/MSBs and AddOns are not supported with HPE Blades
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http://vibsdepot.hpe.com/hpe/apr2022
https://docs.vmware.com/en/VMware-vSphere/6.7/rn/esxi670-202201001.html
https://docs.vmware.com/en/VMware-vSphere/6.7/rn/esxi670-202201001.html
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VMware vSphere 6.5 U3
HPE Custom Image EZETE;SI_Tom Image vibsdepot directory SPP Comments
:EEUCBU(%‘ZTZ'5“2‘3%€£22¥¥'Ware vsphere oem-build-650.0.01080  pftp//vibsdepot.hpe.com/hpe/oct.26.2021 2021101 Server/option updates

26

This image includes the Integrated Smart Update Tools for VMware ESXi.

** This image contains drivers that support both open and optimized options and are supported with both open and optimized firmware in the SPP and VUP.

36

Includes VMware vSphere 6.5 Patch 07 ESXi650-202110001. For more information, see VMware Release Note at https://docs.vmware.com/en/VMware-
vSphere/6.5/rn/esxi650-202110001 html

37

This image contains a newer driver version than what is included in the 2021.10.1 Gen9 SPP. The SPP contains separate driver components for HPE ProLiant Blades and

Volume Servers, as listed below. The newer driver version in the image, listed below, is not supported with HPE Gen@ ProLiant Blades, but is supported with the Volume
servers and Gen10 Blades. The newer driver is available in the vibsdepot directory listed above.

Driver Name GenQ SPP Blade Driver Version SPP Volume Driver Version Image Driver Version

ixgben 1720 19110 19110
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http://vibsdepot.hpe.com/hpe/oct.26.2021
https://docs.vmware.com/en/VMware-vSphere/6.5/rn/esxi650-202110001.html
https://docs.vmware.com/en/VMware-vSphere/6.5/rn/esxi650-202110001.html
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Genll SPP 2023.10.00.00

Gen10 Patch Bundle version 2023.09.00.01
No Gen? or earlier support. No HPE Blades support.

SPP documentation and downloads for the Gen11 SPP 2023.10.00.00 release can be found at https://www.hpe.com/global/swpublishing/MTX-
c65abe57fc29457b95d1330f0f

SPP Supplements and SPP Custom Download portal to create a customized SPP download are available at: hitps://www.hpe.com/servers/spp/custom

The HPE SPP Custom Download User Guide is available in at: https://support.hpe.com/hpesc/public/docDisplay?docl ocale=en US&docld=a00110457en us
If use VMware Life Cycle Manager (vLCM) o perform updates, use of any other mechanism to perform updates will cause the vLLCM compliance check to fail.

Information about the HPE Hardware Support Manager (HSM), HPE vLLCM Plug-ins, for Gen10 and forward HPE servers running vSphere 7.0 and forward VMware OS
releases, that enables vLCM to perform FW update, are available at:
e iLO Amplifier HSM at: iLO Amplifier Pack Documentation
o Deprecation information for iLO Amplifier HSM at: https://support.hpe.com/hpesc/docDisplay?docl ocale=en US&docld=a00133620en us
e OneView HSM at: HPE OneView for VMware vCenter Documentation
o OV4VC10.1 and older is no longer available. Update 1o OneView HSM OV4VC 10.2 or newer. Refer to CA:
https://support.hpe.com/hpesc/public/docDisplay?docld=emr _na-a00130066en_us
o SPP 2022.09.01 or newer requires OV4VC 11.1 or newer.
e HPE Greenlake for Compute Ops Management plug-in for VMware vCenter at: HPE Greenl ake for Compute Ops Management Documentafion

For latest vSAN driver and firmware support, see: VMware Compatibility Guide vSAN. vSAN support information added sfarting with Gen11 SPP 2023.10.00.00 and
Gen10 Patch Bundle version 2023.09.00.01 releases. For previously released vSAN support, refer to VCG.

Vnyare vSphere Firmware Drivers / Software U
version Support

HPE Custom Image for VMware vSphere 8.0 U2 (Nov 2023) *
vibsdepot http://vibsdepot.hpe.com/hpe/nov2023 3
Genl1 SPP 2023.10.00.00 Online update for Gen11

Genl1 SPP 2023.10.00.00 Online or Offline update

for Genll : : smartpqi: Yes
80U2 Gen10 Patch Bundle version 2023.09.00.01 Online Gen10 Patch Bundle velrf|on 2023.09.00.01 Online update for lsi-mr3: Yes
or Offline update for Gen10 and Gen10 Plus*® cen1o ahd Gen10 Plus
HPE ESXi 8.0 U2 Add-On (802.0.011.5.0) “**°
HPE Custom Image for VMware vSphere 7.0 U3 (Nov 2023) *
Gen11 SPP 2023.10.00.00 Online or Offline update |vibsdepot http://vibsdepot.hpe.com/hpe/nov2023 >
20U3 for Genl1l Genl11 SPP 2023.10.00.00 Online update for Gen11 smartpqi: Yes
‘ Gen10 Patch Bundle version 2023.09.00.01 Online |Gen10 Patch Bundle version 2023.09.00.01 Online update for [si-mr3: Yes
or Offline update for Gen10 and Gen10 Plus®® Gen10 and Gen10 Plust®
HPE ESXi 7.0 U3 Add-on (703.0.0.11.5.0) “%*
—
Hewlett Packard

Enterprise


http://vibsdepot.hpe.com/hpe/nov2023
http://vibsdepot.hpe.com/hpe/nov2023
https://www.hpe.com/global/swpublishing/MTX-c65abe57fc29457b95d1330f9f
https://www.hpe.com/global/swpublishing/MTX-c65abe57fc29457b95d1330f9f
https://www.hpe.com/servers/spp/custom
https://support.hpe.com/hpesc/public/docDisplay?docLocale=en_US&docId=a00110457en_us
https://support.hpe.com/hpesc/public/docDisplay?docId=a00097866en_us
https://support.hpe.com/hpesc/docDisplay?docLocale=en_US&docId=a00133620en_us
http://www.hpe.com/support/vmware-vcenter
https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00130066en_us
https://support.hpe.com/connect/s/product?language=en_US&cep=on&kmpmoid=1014368370&tab=manualsAndGuides
https://www.vmware.com/resources/compatibility/search.php?deviceCategory=vsanio&details=1&vsan_type=vsanio&io_partner=515&page=1&display_interval=10&sortColumn=Partner&sortOrder=Asc

11

12

14

15

16

—

Hewlett Packard
Enterprise

The ESXi 7.0 and ESXi 8.0 content published in the HPE Online Depot is for offline use only. It cannot be used with VMware vSphere Image Builder, VMware
Update Manager or VMware Life Cycle Manager (vLCM) as an online depot.

This Add-on will be displayed in vLCM with Name “HPE Customization for HPE Servers”. See the VMware vSphere documentation on how to use VMware Life
Cycle Manager (vLCM) with the HPE ESXi 7.0 and updates Add-on, which contains all the HPE Online Depot content for ESXi 7.0 and updates.

This Add-on only supports ESXi 7.0 U3 and can only be used in vLCM with a VMware 7.0 U3 Base Image to define the desired image.

These images and AddOns are not supported with HPE Blades
This Add-on only supports ESXi 8.0 U1 and can only be used in vLCM with a VMware 8.0 U1 Base Image to define the desired image.
This is an SPP Supplement for the Gen11 SPP 2023.04.00.00. Newer Patch Bundle Supplements are cumulative. Refer to Gen11 SPP 2023.04.00.00 download

page and Patch Bundles section for Release Notes that include instructions on how to use the Patch Bundle to make a custom SPP bundle fo use with vLCM/HSM.
This Add-on only supports ESXi 8.0 U2 and can only be used in vLCM with a VMware 8.0 U2 Base Image to define the desired image.

This is an SPP Supplement for the Gen10 SPP 2023.09.00.00. Newer Patch Bundle Supplements are cumulative. Refer to Gen10 SPP 2023.09.00.00 download
page and Patch Bundles section for Release Notes that include instructions on how to use the Patch Bundle to make a custom SPP bundle to use with vLCM/HSM.

—

Hewlett Packard
Enterprise


https://docs.vmware.com/en/VMware-vSphere/index.html
https://techlibrary.hpe.com/us/en/enterprise/servers/products/service_pack/spp/index.aspx?version=gen11.2023.04.00.00
https://techlibrary.hpe.com/us/en/enterprise/servers/products/service_pack/spp/index.aspx?version=gen10.2023.09.00.00

Genl1l Patch Bundle version 2023.04.00.05

Genl10 SPP 2023.09.00.00
No Gen? or earlier support. No HPE Blades support.

—

Hewlett Packard
Enterprise

SPP documentation and downloads for the Gen10 SPP 2023.09.00.00 release can be found at https://www.hpe.com/global/swpublishing/MTX-
4d9855ba25bc45b8b2f42a04e6

SPP Supplements and SPP Custom Download portal to create a customized SPP download are available at: hitps://www.hpe.com/servers/spp/custom

The HPE SPP Custom Download User Guide is available in at: https://support.hpe.com/hpesc/public/docDisplay?doclLocale=en US&docld=a00110457en us
If use VMware Life Cycle Manager (vLCM) o perform updates, use of any other mechanism to perform updates will cause the vLLCM compliance check to fail.

Information about the HPE Hardware Support Manager (HSM), HPE vLLCM Plug-ins, for Gen10 and forward HPE servers running vSphere 7.0 and forward VMware OS
releases, that enables vLCM to perform FW update, are available at:
e iLO Amplifier HSM at: iLO Amplifier Pack Documentation
o Deprecation information for iLO Amplifier HSM at: https://support.hpe.com/hpesc/docDisplay?docl ocale=en US&docld=a00133620en us
e OneView HSM at: HPE OneView for VMware vCenter Documentation
o OV4VC10.1 and older is no longer available. Update 1o OneView HSM OV4VC 10.2 or newer. Refer to CA:
https://support.hpe.com/hpesc/public/docDisplay?docld=emr _na-a00130066en_us

o SPP 2022.09.01 or newer requires OV4VC 11.1 or newer.
e HPE Greenlake for Compute Ops Management plug-in for VMware vCenter at: HPE Greenl ake for Compute Ops Management Documentafion

VMware vSphere
version

Firmware

Drivers / Software

Genl1 Patch Bundle version 2023.04.00.05 Online
or Offline update for Gen11*

HPE Custom Image for VMware vSphere 8.0 U2 (Sep 2023) **
vibsdepot http://vibsdepot.hpe.com/hpe/sep.21.2023 3
Gen11 Patch Bundle version 2023.04.00.05 Online update for Gen11

Gen10 SPP 2023.09.00.00 Online or Offline update
for Gen10 and Gen10 Plus

8oL2 Gen10 SPP 2023.09.00.00 Online or Offline update |[Gen10 SPP 2023.09.00.00 Online update for Gen10 and Gen10 Plus
for Gen10 and Gen10 Plus HPE ESXi 8.0 U2 Add-On (802.0.011.4.0)****>
HPE Custom Image for VMware vSphere 8.0 U1 (Sep 2023) **
Gen11 Patch Bundle version 2023.04.00.05 Online  vibsdepot http://vibsdepot.hpe.com/hpe/sep2023 3
80 U1 or Offline update for Gen11* Gen11 Patch Bundle version 2023.04.00.05 Online update for Gen11
’ Gen10 SPP 2023.09.00.00 Online or Offline update |[Gen10 SPP 2023.09.00.00 Online update for Gen10 and Gen10 Plus
for Gen10 and Gen10 Plus HPE ESXi 8.0 U1 Add-On (801.0.011.4.0)%***2
11
Genl1 Patch Bundle version 2023.04.00.05 Cnline HPE Custom Image for VMware vSphere 7.0 U3 (Sfp 2023)
or Offline update for Gen11% vibsdepot hTTD://wbsdepoT.hDe.com hpe seD2Q23
70U3 Gen11 Patch Bundle version 2023.04.00.05 Online update for Gen11

Gen10 SPP 2023.09.00.00 Online update for Gen10 and Gen10 Plus
HPE ESXi 7.0 U3 Add-on (703.0.0.11.40) “*1*

—

Hewlett Packard
Enterprise



https://www.hpe.com/global/swpublishing/MTX-4d9855ba25bc45b8b2f42a04e6
https://www.hpe.com/global/swpublishing/MTX-4d9855ba25bc45b8b2f42a04e6
https://www.hpe.com/servers/spp/custom
https://support.hpe.com/hpesc/public/docDisplay?docLocale=en_US&docId=a00110457en_us
https://support.hpe.com/hpesc/public/docDisplay?docId=a00097866en_us
https://support.hpe.com/hpesc/docDisplay?docLocale=en_US&docId=a00133620en_us
http://www.hpe.com/support/vmware-vcenter
https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00130066en_us
https://support.hpe.com/connect/s/product?language=en_US&cep=on&kmpmoid=1014368370&tab=manualsAndGuides
http://vibsdepot.hpe.com/hpe/sep.21.2023
http://vibsdepot.hpe.com/hpe/sep2023
http://vibsdepot.hpe.com/hpe/sep2023

11

12

14

15

—

Hewlett Packard
Enterprise

The ESXi 7.0 and ESXi 8.0 content published in the HPE Online Depot is for offline use only. It cannot be used with VMware vSphere Image Builder, VMware
Update Manager or VMware Life Cycle Manager (vLCM) as an online depot.

This Add-on will be displayed in vLCM with Name “HPE Customization for HPE Servers”. See the VMware vSphere documentation on how to use VMware Life
Cycle Manager (vLCM) with the HPE ESXi 7.0 and updates Add-on, which contains all the HPE Online Depot content for ESXi 7.0 and updates.

This Add-on only supports ESXi 7.0 U3 and can only be used in vLCM with a VMware 7.0 U3 Base Image to define the desired image.

These images and AddOns are not supported with HPE Blades
This Add-on only supports ESXi 8.0 U1 and can only be used in vLCM with a VMware 8.0 U1 Base Image to define the desired image.

The Gen11 Patch Bundle version 2023.04.00.05 is an SPP Supplement for the Gen11 SPP 2023.04.00.00. Newer Patch Bundle Supplements are cumulative. Refer
to Gen10 SPP 2023.09.00.00 download page and Patch Bundles section for Release Notes. Convenience Bundles with this Patch Bundle in the Custom SPP Portal
are not supported with vLCM with the HPE ESXi Add-On versions 703.0.0.11.4.0, 802.0.0.11.4.0, and 801.0.0.11.4.0 due to the newer ssacli2 version 6.25.9.0
included in those Add-Ons. The only method for online updates with this Patch Bundle is by running HPE SUM on a remote system.

This Add-on only supports ESXi 8.0 U2 and can only be used in vLCM with a VMware 8.0 U2 Base Image to define the desired image.

—

Hewlett Packard
Enterprise


https://docs.vmware.com/en/VMware-vSphere/index.html
https://techlibrary.hpe.com/us/en/enterprise/servers/products/service_pack/spp/index.aspx?version=gen10.2023.09.00.00

Genll SPP 2023.04.00.00

Gen10 SPP 2023.03.00.00
No Gen? or earlier support. No HPE Blades support.

—

Hewlett Packard
Enterprise

SPP documentation and downloads for the Gen11 SPP 2023.04.00.00 release can be found at https://www.hpe.com/global/swpublishing/MTX-
c7d34a9925374ed8a42cd14266

SPP documentation and downloads for the Gen10 SPP 2023.03.00.00 release can be found at https://www.hpe.com/global/swpublishing/MTX-
50b300127e24428582ca725644a

SPP Supplements and SPP Custom Download portal to create a customized SPP download are available at: hitps://www.hpe.com/servers/spp/custom

The HPE SPP Custom Download User Guide is available in at: https://support.hpe.com/hpesc/public/docDisplay?docl ocale=en US&docld=a00110457en us
If use VMware Life Cycle Manager (vLCM) to perform updates, use of any other mechanism o perform updates will cause the vLCM compliance check to fail.

Information about the HPE Hardware Support Manager (HSM), HPE vLCM Plug-ins, for Gen10 and forward HPE servers running vSphere 7.0 and forward VMware OS
releases, that enables vLCM to perform FW update, are available at:
e iLO Amplifier HSM at: iLO Amplifier Pack Documentation
o Deprecation information for iLO Amplifier HSM at: https://support.hpe.com/hpesc/docDisplay?docl ocale=en US&docld=a00133620en us
e  OneView HSM atf: HPE OneView for VMware vCenter Documentation
o OV4VC 101 and older is no longer available. Update to OneView HSM OV4VC 10.2 or newer. Refer to CA:
https://support.hpe.com/hpesc/public/docDisplay?docld=emr _na-a00130066en_us

o SPP 2022.09.01 or newer requires OV4VC 11.1 or newer.
e HPE Greenlake for Compute Ops Management plug-in for VMware vCenter at: HPE Greenl ake for Compute Ops Management Documentafion

VMV\_/are UolplnEIre Firmware Drivers / Software
version
HPE Custom Image for VMware vSphere 8.0 U1 (Aug 2023) 1
Genl11 SPP 2023.04.00.00 Online or Offline update |vibsdepot http://vibsdepot hpe.com/hpe/aug2023 3
80 U1 for Gen11 and forward® Genl1 SPP 2023.04.00.00 Online update for Gen11 and forward®
’ Gen10 SPP 2023.03.00.00 Online or Offline update Gen10 SPP 2023.03.00.00 Online update for Gen10 and Gen10 Plus®?
for Gen10 and Gen10 Plus® HPE ESXi 8.0 U1 Add-On (801.0.0.11.3.2)****2
HPE Custom Image for VMware vSphere 8.0 U1 (Jun 2023) **
Genl1 SPP 2023.04.00.00 Online or Offline update |vibsdepot http://vibsdepot hpe.com/hpe/jun2023 >
80 UL for Gen11 and forward Genl1l SPP 2023.04.00.00 Online update for Gen11 and forward
’ Gen10 SPP 2023.03.00.00 Online or Offline update |[Gen10 SPP 2023.03.00.00 Online update for Gen10 and Gen10 Plus
for Gen10 and Gen10 Plus HPE ESXi 8.0 U1 Add-On (801.0.0.11.3.1) %12
Genl11 SPP 2023.04.00.00 Online or Offline update |HPE Custom Image for VMware vSphere 8.0 U1 (April 2023) **
80 UL for Gen11 and forward vibsdepot http://vibsdepot.hpe.com/hpe/apr.18.2023 3
’ Gen10 SPP 2023.03.00.00 Online or Offline update [Gen11 SPP 2023.04.00.00 Online update for Gen11 and forward
for Gen10 and Gen10 Plus Gen10 SPP 2023.03.00.00 Online update for Gen10 and Genl10 Plus

—

Hewlett Packard
Enterprise



https://www.hpe.com/global/swpublishing/MTX-c7d34a9925374ed8a42cd14266
https://www.hpe.com/global/swpublishing/MTX-c7d34a9925374ed8a42cd14266
https://www.hpe.com/global/swpublishing/MTX-50b300127e24428582ca72564a
https://www.hpe.com/global/swpublishing/MTX-50b300127e24428582ca72564a
https://www.hpe.com/servers/spp/custom
https://support.hpe.com/hpesc/public/docDisplay?docLocale=en_US&docId=a00110457en_us
https://support.hpe.com/hpesc/public/docDisplay?docId=a00097866en_us
https://support.hpe.com/hpesc/docDisplay?docLocale=en_US&docId=a00133620en_us
http://www.hpe.com/support/vmware-vcenter
https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00130066en_us
https://support.hpe.com/connect/s/product?language=en_US&cep=on&kmpmoid=1014368370&tab=manualsAndGuides
http://vibsdepot.hpe.com/hpe/aug2023
http://vibsdepot.hpe.com/hpe/jun2023
http://vibsdepot.hpe.com/hpe/apr.18.2023

—

Hewlett Packard
Enterprise

HPE ESXi 8.0 U1 Add-On (801.0.0.11.3.0) 1%

Genl1 SPP 2023.04.00.00 Online or Offline update
for Gen11 and forward®

HPE Custom Image for VMware vSphere 8.0 (Aug 2023) **
vibsdepot http://vibsdepot.hpe.com/hpe/aug2023 3

8.0 , , Genl1 SPP 2023.04.00.00 Online update for Gen11 and forward™
%f%&igiﬁgéigfggﬁg? nline or Offline update |~ 1 5 SPP 2023.03.0000 Online update for Gen10 and Gen10 Plus®
HPE ESXi 8.0 Add-on (800.0.0.11.3.1) “*0**
i 11
Gen11 SPP 2023.040000 Online or Offline update | IFE Custom Image for VMware vSphere 8.0 (April 2023)
for Gen11 and forward vibsdepot hTTD.//V|bsdeDoT.hDe.;om hpe/apr2023
80 Gen10 SPP 2023.03.00.00 Online or Offline update Genl11 SPP 2023.04.00.00 Online update for Gen11 and forward
for Gen10 and Génlb Pius Gen10 SPP 2023.03.00.00 Online update for Gen10 and Gen10 Plus
HPE ESXi 8.0 Add-on (800.0.0.11.3.0) “**
Gen11 SPP 2023040000 Online or Offline update | = Custom Image for VMware vSphere 7.0 U3 (April 2023) ™
for Gen11 and forward vibsdepot hTTp://V|bsdepothpe.}com/hpe/aprZOZS_
70U3 Genll SPP 2023.04.00.00 Online update for Gen11 and forward

Gen10 SPP 2023.03.00.00 Online or Offline update
for Gen10 and Gen10 Plus

Gen10 SPP 2023.03.00.00 Online update for Gen10 and forward
HPE ESXi 7.0 U3 Add-on (703.00.11.3.0) “**

The ESXi 7.0 and ESXi 8.0 content published in the HPE Online Depot is for offline use only. It cannot be used with VMware vSphere Image Builder, VMware

Update Manager or VMware Life Cycle Manager (vL.CM) as an online depot.

This Add-on will be displayed in vLCM with Name “HPE Customization for HPE Servers”. See the VMware vSphere documentation on how to use VMware Life

Cycle Manager (vLCM) with the HPE ESXi 7.0 and updates Add-on, which contains all the HPE Online Depot content for ESXi 7.0 and updates.

10

11

12

These images and AddOns are not supported with HPE Blades

This Add-on only supports ESXi 7.0 U3 and can only be used in vLCM with a VMware 7.0 U3 Base Image to define the desired image.
This Add-on only supports ESXi 8.0 and can only be used in vLCM with a VMware 8.0 Base Image to define the desired image.

This Add-on only supports ESXi 8.0 U1 and can only be used in vLCM with a VMware 8.0 U1 Base Image to define the desired image.

B The bnxtnet driver version 225.0.131.0 and bnxtroce driver version 225.0.131.0 are included in the HPE Custom Image for VMware vSphere 8.0 (Aug 2023) and
HPE Custom Image for VMware vSphere 8.0 U1 (Aug 2023). For firmware updates for the bnxtnet driver version 225.0.131.0 and bnxtroce driver version
225.0.131.0, refer to SPP_Download Page. Firmware updates are not recommended with vLCM.

—

Hewlett Packard
Enterprise



http://vibsdepot.hpe.com/hpe/aug2023
http://vibsdepot.hpe.com/hpe/apr2023
http://vibsdepot.hpe.com/hpe/apr2023
https://docs.vmware.com/en/VMware-vSphere/index.html
https://techlibrary.hpe.com/us/en/enterprise/servers/products/service_pack/spp/index.aspx

—

Hewlett Packard
Enterprise

Genl1l SPP 2023.02.0
Gen10 Patch Bundle 2 Supplement

No Gen9 or earlier support.
No HPE Blades support

SPP documentation and downloads for the Gen 11 SPP 2023.02.0 release can be found at https://support.hpe.com/hpesc/public/swd/detail?switemld=MTX-
53d42b5d58534023a154aafes5f

SPP Supplements and SPP Custom Download portal to create a customized SPP download are available at:: https://www.hpe.com/servers/spp/custom

The HPE SPP Custom Download User Guide is available in at: https://supporthpe.com/hpesc/public/docDisplay?doclocale=en US&docld=a00110457en us

If use VMware Life Cycle Manager (vLCM) to perform updates, use of any other mechanism to perform updates will cause the vLCM compliance check fo fail.

Information about the HPE Hardware Support Manager (HSM), HPE vLCM Plug-ins, for Gen10 and forward HPE servers running vSphere 7.0 and forward VMware OS
releases, that enables vLLCM to perform FW update, are available af:
e iLO Amplifier HSM at: iLO Amplifier Pack Documentation
o Deprecation information for iLO Amplifier HSM at: https://support.npe.com/hpesc/docDisplay?docl ocale=en US&docld=a00133620en us
e OneView HSM af: HPE OneView for VMware vCenter Documentation
o 0OV4VC 10.1 and older is no longer available. Update to OneView HSM OV4VC 10.2 or newer. Refer to CA:
https://support.hpe.com/hpesc/public/docDisplay?docld=emr_na-a00130066en_us
o SPP 2022.09.01 or newer requires OV4VC 11.1 or newer.
e HPE GreenLake for Compute Ops Management plug-in for VMware vCenter at: HPE Greenl ake for Compute Ops Management Documentatfion

VMware
vSphere Firmware Drivers / Software
version

HPE Custom Image for VMware vSphere 8.0 (Feb 2023)

Gen11 SPP 2023.02.0 Online or Offline update vibsdepot http://vibsdepot hpe.com/hpe/feb2023 3

for Gen11 and forward

80 Gen10 Patch Bundle 2 Supplement Online or Genll SPP 2023.02.0 Online update for Gen11 and forward
Offline update for Gen10 and Gen10 Plus Gen10 Patch Bundle 2 Supplement Online update for Gen10 and Gen10 Plus
HPE ESXi 8.0 Add-on (800.0.0.11.2.0) “*°**
Genl1 SPP 2023.02.0 Online or Offline update HPE Cusfom Image for VMware vSphere 7.0 U3 (F36b 2023)
for Gen11 and forward vibsdepot hTTD://wbsdeDoT.(hDe‘com hpe/feb2023
70U3 Genll SPP 2023.02.0 Online update for Gen11 and forward

Gen10 Patch Bundle 2 Supplement Online or

Offline update for Gen10 and Gen10 Plus Genl10 Patch Bundle 1 Supplement Online update for Gen10 and forward

HPE ESXi 7.0 U3 Add-on (703.0.011.2.0) “°*

* The ESXi 7.0 and ESXi 8.0 content published in the HPE Online Depot is for offline use only. It cannot be used with VMware vSphere Image Builder, VMware
Update Manager or VMware Life Cycle Manager (vLCM) as an online depot.

* This Add-on will be displayed in vLCM with Name “HPE Customization for HPE Servers”. See the VMware vSphere documentation on how to use VMware Life
Cycle Manager (vLCM) with the HPE ESXi 7.0 and updates Add-on, which contains all the HPE Online Depot content for ESXi 7.0 and updates.

Hewlett Packard
Enterprise


https://support.hpe.com/hpesc/public/swd/detail?swItemId=MTX-53d42b5d58534023a154aafe5f
https://support.hpe.com/hpesc/public/swd/detail?swItemId=MTX-53d42b5d58534023a154aafe5f
https://www.hpe.com/servers/spp/custom
https://support.hpe.com/hpesc/public/docDisplay?docLocale=en_US&docId=a00110457en_us
https://support.hpe.com/hpesc/public/docDisplay?docId=a00097866en_us
https://support.hpe.com/hpesc/docDisplay?docLocale=en_US&docId=a00133620en_us
http://www.hpe.com/support/vmware-vcenter
https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00130066en_us
https://support.hpe.com/connect/s/product?language=en_US&cep=on&kmpmoid=1014368370&tab=manualsAndGuides
http://vibsdepot.hpe.com/hpe/feb2023
http://vibsdepot.hpe.com/hpe/feb2023
https://docs.vmware.com/en/VMware-vSphere/index.html

—

Hewlett Packard
Enterprise
’ This Add-on only supports ESXi 7.0 U3 and can only be used in vLCM with a VMware 7.0 U3 Base Image to define the desired image.
' This Add-on only supports ESXi 8.0 and can only be used in vLCM with a VMware 8.0 Base Image to define the desired image.
* These images and AddOns are not supported with HPE Blades
—
Hewlett Packard

Enterprise



—

Hewlett Packard
Enterprise

Genl1l1 SPP 2022.12.0
Gen10 Patch Bundle 1 Supplement

No Gen9 or earlier support.
No HPE Blades support

SPP documentation and downloads for the Gen 11 SPP 2022.12.0 release can be found at https://support.hpe.com/hpesc/public/swd/detail?switemld=MTX-
28f1670be00a46bcalafObd8cO

SPP Supplements and SPP Custom Download portal to create a customized SPP download are available at:: https://www.hpe.com/servers/spp/custom

The HPE SPP Custom Download User Guide is available in at: https://supporthpe.com/hpesc/public/docDisplay?doclocale=en US&docld=a00110457en us

If use VMware Life Cycle Manager (vL.CM) to perform updates, use of any other mechanism to perform updates will cause the vLCM compliance check to fail.

Information about the HPE Hardware Support Manager (HSM), HPE vLCM Plug-ins, for Gen10 and forward HPE servers running vSphere 7.0 and forward VMware OS
releases, that enables vLLCM to perform FW update, are available af:
e iLO Amplifier HSM at: iLO Amplifier Pack Documentation
o Deprecation information for iLO Amplifier HSM at: https://support.npe.com/hpesc/docDisplay?docl ocale=en US&docld=a00133620en us
e OneView HSM af: HPE OneView for VMware vCenter Documentation
o 0OV4VC 10.1 and older is no longer available. Update to OneView HSM OV4VC 10.2 or newer. Refer to CA:
https://support.hpe.com/hpesc/public/docDisplay?docld=emr_na-a00130066en_us
o SPP 2022.09.01 or newer requires OV4VC 11.1 or newer.
e HPE GreenLake for Compute Ops Management plug-in for VMware vCenter at: HPE Greenl ake for Compute Ops Management Documentatfion

VMware TRIpInEs Firmware Drivers / Software
version
11
Gen11 SPP 2022.12.0 Online or Offline update for | I £ Custom Image for VMware vSphere 8.0 (Dec 2022)
vibsdepot http://vibsdepot.hpe.com/hpe/dec2022
Gen11 and forward A
80 : . Gen11 SPP 2022.12.0 Online update for Gen11 and forward
Gen10 Patch Bundle 1 Supplement Online or Offline .
update for Gen10 and Gen10 Plus Gen10 Patch Bundle 1 Supplement Online update for Gen10 and Gen10 Plus
HPE ESXi 8.0 Add-on (800.0.0.11.1.0) “*°**
A A HPE Custom Image for VMware vSphere 7.0 U3 (Dec 2022)
ggzﬁ irfgé?\i;ézo Online or Offline update for vibsdepot http://vibsdepothpe.com/hpe/dec2022 3
70U3 . ) Genl1 SPP 2022.12.0 Online update for Gen11 and forward
Gen10 Patch Bundle 1 Supplement Online or Offline ,
undate for Gen10 and Gen10 Plus Gen10 Patch Bundle 1 Supplement Online update for Gen10 and forward
P HPE ESXi 7.0 U3 Add-on (703.0.011.1.0) “7**

* The ESXi 7.0 and ESXi 8.0 content published in the HPE Online Depot is for offline use only. It cannot be used with VMware vSphere Image Builder, VMware
Update Manager or VMware Life Cycle Manager (vLCM) as an online depot.

* This Add-on will be displayed in vLCM with Name “HPE Customization for HPE Servers”. See the VMware vSphere documentation on how to use VMware Life
Cycle Manager (vLCM) with the HPE ESXi 7.0 and updates Add-on, which contains all the HPE Online Depot content for ESXi 7.0 and updates.

Hewlett Packard
Enterprise


https://support.hpe.com/hpesc/public/swd/detail?swItemId=MTX-28f1670be00a46bca1af0bd8c0
https://support.hpe.com/hpesc/public/swd/detail?swItemId=MTX-28f1670be00a46bca1af0bd8c0
https://www.hpe.com/servers/spp/custom
https://support.hpe.com/hpesc/public/docDisplay?docLocale=en_US&docId=a00110457en_us
https://support.hpe.com/hpesc/public/docDisplay?docId=a00097866en_us
https://support.hpe.com/hpesc/docDisplay?docLocale=en_US&docId=a00133620en_us
http://www.hpe.com/support/vmware-vcenter
https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00130066en_us
https://support.hpe.com/connect/s/product?language=en_US&cep=on&kmpmoid=1014368370&tab=manualsAndGuides
http://vibsdepot.hpe.com/hpe/dec2022
http://vibsdepot.hpe.com/hpe/dec2022
https://docs.vmware.com/en/VMware-vSphere/index.html

—

Hewlett Packard
Enterprise
’ This Add-on only supports ESXi 7.0 U3 and can only be used in vLCM with a VMware 7.0 U3 Base Image to define the desired image.
' This Add-on only supports ESXi 8.0 and can only be used in vLCM with the VMware 8.0 GA Base Image to define the desired image.
* These images and AddOns are not supported with HPE Blades
—
Hewlett Packard

Enterprise



—

Hewlett Packard
Enterprise
SPP 2022.09.01

No Gen9 or earlier support.
No HPE Blades support

SPP documentation and downloads for the Gen 10 2022.09.01 release can be found at https://support.hpe.com/hpesc/public/swd/detail?switemld=MTX-
7d8ee25ee8fe4031b47179d44c

If use VMware Life Cycle Manager (vLCM) to perform updates, use of any other mechanism to perform updates will cause the vLCM compliance check fo fail.

Information about the HPE Hardware Support Manager (HSM), HPE vLCM Plug-ins, for Gen10 and forward HPE servers running vSphere 7.0 and forward VMware OS
releases, that enables vLCM to perform FW update, are available at:

o iLO Amplifier HSM at: iLO Amplifier Pack Documentation
o Deprecation information for iLO Amplifier HSM at: https://support.hpe.com/hpesc/docDisplay?docl ocale=en US&docld=a00133620en us
e OneView HSM af: HPE OneView for VMware vCenter Documentation
o OV4VC 10.1 and older is no longer available. Update to OneView HSM OV4VC 10.2 or newer. Refer to CA:
https://support.hpe.com/hpesc/public/docDisplay?docld=emr_na-a00130066en_us
o SPP 2022.09.01 or newer requires OV4VC 11.1 or newer.

e HPE Greenlake for Compute Ops Management plug-in for VMware vCenter at: HPE Greenl ake for Compute Ops Management Documentation

VMware to e Firmware Drivers / Software
version
HPE Custom Image for VMware vSphere 8.0 (Oct 2022) *
80 Genl10 2022.09.01 Online or Offline update for vibsdepot hitp://vibsdepot.hpe.com/hpe/oct2022 3
’ Genl10 and forward Genl10 2022.09.01 Online update for Gen10 and forward
HPE ESXi 7.0 U3 Add-on (800.0.0.10.10.0) “*°**
HPE Custom Image for VMware vSphere 7.0 U3 (Oct 2022) **
70U3 Gen10 2022.09.01 Online or Offline update for vibsdepot http://vibsdepot.hpe.com/hpe/oct2022 3
’ Genl10 and forward 2022.09.01 Online update for Gen10 and forward
HPE ESXi 7.0 U3 Add-on (703.0.0.10.10.0) ****

* The ESXi 7.0 and ESXi 8.0 content published in the HPE Online Depot is for offline use only. It cannot be used with VMware vSphere Image Builder, VMware
Update Manager or VMware Life Cycle Manager (vLCM) as an online depot.

* This Add-on will be displayed in vLCM with Name “HPE Customization for HPE Servers”. See the VMware vSphere documentation on how to use VMware Life
Cycle Manager (vLCM) with the HPE ESXi 7.0 and updates Add-on, which contains all the HPE Online Depot content for ESXi 7.0 and updates.

? This Add-on only supports ESXi 7.0 U3 and can only be used in vVLCM with the VMware 7.0 U3 Base Image 1o define the desired image.

** This Add-on only supports ESXi 8.0 and can only be used in vLCM with the VMware 8.0 IA Base Image to define the desired image.
" These images and AddOns are not supported with HPE Blades

—

Hewlett Packard
Enterprise


https://support.hpe.com/hpesc/public/swd/detail?swItemId=MTX-7d8ee25ee8fe4031b47179d44c
https://support.hpe.com/hpesc/public/swd/detail?swItemId=MTX-7d8ee25ee8fe4031b47179d44c
https://support.hpe.com/hpesc/public/docDisplay?docId=a00097866en_us
https://support.hpe.com/hpesc/docDisplay?docLocale=en_US&docId=a00133620en_us
http://www.hpe.com/support/vmware-vcenter
https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00130066en_us
https://support.hpe.com/connect/s/product?language=en_US&cep=on&kmpmoid=1014368370&tab=manualsAndGuides
http://vibsdepot.hpe.com/hpe/oct2022
http://vibsdepot.hpe.com/hpe/oct2022
https://docs.vmware.com/en/VMware-vSphere/index.html

—

Hewlett Packard
Enterprise

SPP 2022.03.1

Gen9.1
Last SPP to support Gen9

No pre-Gen9 support
No HPE Blades support

SPP documentation and downloads for the Gen 10 2022.03.1 release can be found at https://support.hpe.com/hpesc/public/swd/detail?swltemld=MTX-
d0340dcd77134cf7b665732fe5

SPP documentation and downloads for the Gen 9 Gen9.1 release can be found at https://support.hpe.com/hpesc/public/swd/detail?swltemld=MTX-
ab56dbf228be4a80adfb576b2a

If use VMware Life Cycle Manager (vLCM) to perform updates, use of any other mechanism to perform updates will cause the vLCM compliance check to fail.

Information about the HPE Hardware Support Manager (HSM), HPE vLCM Plug-ins, for Gen10 and forward HPE servers running vSphere 7.0 and forward VMware OS
releases, that enables vLCM to perform FW update, are available at:
o iLO Amplifier HSM at: iLO Amplifier Pack Documentation
o Deprecation information for iLO Amplifier HSM at: https://support.hpe.com/hpesc/docDisplay?docl ocale=en US&docld=a00133620en us
e OneView HSM at: HPE OneView for VMware vCenter Documentation
o OV4VC 10.1 and older is no longer available. Update to OneView HSM OV4VC 10.2 or newer. Refer to CA:
https://support.hpe.com/hpesc/public/docDisplay?docld=emr_na-a00130066en_us

VMware vSphere

. Firmware Drivers / Software
version

HPE Custom Image for VMware vSphere 7.0 U3 (Jul 2022) 1*
vibsdepot http://vibsdepot.hpe.com/hpe/jul2022 >

Gen10 2022.03.1 Online update for Gen10 and forward

HPE ESXi 7.0 U3 Add-on (703.0.010.9.1) “1°

HPE Custom Image for VMware vSphere 7.0 U3 (Apr 2022) **
vibsdepot http://vibsdepot.hpe.com/hpe/apr2022 3

2022.03.1 Online update for Gen10 and forward

HPE ESXi 7.0 U3 Add-on (703.0.0.10.9.0) “*%**

HPE Custom Image for VMware vSphere 6.7 U3 (Apr 2022) **
Gen10 2022.03.1 Online or Offline update vibsdepot hitp://vibsdepot.hpe.com/hpe/apr2022

Gen9 Gen9.1 Online or Offline update 2022.03.1 MSB Online update

Gen? Gen?.1 Online update

Gen10 2022.03.1 Online or Offline update for
70U3 Gen10 and forward
Gen9 Gen9.1 Offline update

Gen10 2022.03.1 Online or Offline update for
70U3 Gen10 and forward
Gen? Gen9.1 Offline update

6.7U3

> The ESXi 7.0 content published in the HPE Online Depot is for offline use only. It cannot be used with VMware vSphere Image Builder, VMware Update Manager or
VMware Life Cycle Manager (vLCM) as an online depot.

“ This Add-on will be displayed in vLCM with Name “HPE Customization for HPE Servers”. See the VMware vSphere documentation on how to use VMware Life
Cycle Manager (vLCM) with the HPE ESXi 7.0 and updates Add-on, which contains all the HPE Online Depot content for ESXi 7.0 and updates.

Hewlett Packard
Enterprise


https://support.hpe.com/hpesc/public/swd/detail?swItemId=MTX-d0340dcd77134cf7b665732fe5
https://support.hpe.com/hpesc/public/swd/detail?swItemId=MTX-d0340dcd77134cf7b665732fe5
https://support.hpe.com/hpesc/public/swd/detail?swItemId=MTX-ab56dbf228be4a80adfb576b2a
https://support.hpe.com/hpesc/public/swd/detail?swItemId=MTX-ab56dbf228be4a80adfb576b2a
https://support.hpe.com/hpesc/public/docDisplay?docId=a00097866en_us
https://support.hpe.com/hpesc/docDisplay?docLocale=en_US&docId=a00133620en_us
http://www.hpe.com/support/vmware-vcenter
https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00130066en_us
http://vibsdepot.hpe.com/hpe/jul2022
http://vibsdepot.hpe.com/hpe/apr2022
http://vibsdepot.hpe.com/hpe/apr2022
https://docs.vmware.com/en/VMware-vSphere/index.html

—

Hewlett Packard
Enterprise
** This Add-on only supports ESXi 7.0 U3 and can only be used in vLCM with the VMware 7.0 U3 Base Image to define the desired image.
* These images and AddOns are not supported with HPE Blades
—
Hewlett Packard

Enterprise



SPP 2021.10.1
SPP 2021.10.1

Supported with VMware Life Cycle Manager (vLCM) and the HPE Hardware Support Manager (HSM) vLCM Plug-ins

No pre-Gen9 support

Last SPP to support HPE Blades.

—

Hewlett Packard
Enterprise

SPP documentation and downloads for the Gen 10 2021.10.1 release can be found at https://support.hpe.com/hpesc/public/swd/detail?swltemld=MTX-
517467165f10412d9e06ddf062

SPP documentation and downloads for the Gen @ 2021.10.1 release can be found at https://support.hpe.com/hpesc/public/swd/detail?switemld=MTX-
cb5dfas5ffca04d408d99879d27

If use VMware Life Cycle Manager (vLCM) to perform updates, use of any other mechanism to perform updates will cause the vLCM compliance check to fail.

Information about the HPE Hardware Support Manager (HSM), HPE vLCM Plug-ins, for Gen10 and forward HPE servers running vSphere 7.0 and forward VMware OS
releases, that enables vLCM to perform FW update, are available at:

e iLO Amplifier HSM at: iLO Amplifier Pack Documentation

o Deprecation information for iLO Amplifier HSM at: https://support.hpe.com/hpesc/docDisplay?docl ocale=en US&docld=a00133620en us
e OneView HSM at: HPE OneView for VMware vCenter Documentatfion
o OV4VC 101 and older is no longer available. Update to OneView HSM OV4VC 10.2 or newer. Refer to CA:
https://support.hpe.com/hpesc/public/docDisplay?docld=emr na-a00130066en_us

VMware TRIpInEs Firmware Drivers / Software
version
) . HPE Custom Image for VMware vSphere 7.0 U3 (Jan 2022)
6en102021.10.1 Online or Offline vibsdepot http://vibsdepot.hpe.com/hpe/jan2022 *
70U3 update for Gen10 and forward :
Gen9 2021101 Offline update SPP 2021.10.1 Online update for Gen10 and forward
HPE ESXi 7.0 U3 Add-on (703.0.010.8.1) “*°
Genl10 2021.10.1 Online or Offline HPE Custom Image for VMware vSphere 7.0 U2 (May 2021)
70U update for Gen10 and forward ® vibsdepot http://vibsdepot.hpe.com/hpe/may2021 3
' Gen9 2021.101 Offline update SPP 2021.10.1 Online update for Gen10 and forward
HPE ESXi 7.0 U2 Add-on (702.0.0.10.7.0) “°
A A HPE Custom Image for VMware vSphere 6.7 U3 (Nov 2021)
6.7 U3 32&;;0'1 SPP Online or Offline vibsdepot http://vibsdepot.hpe.com/hpe/nov2021
2021.10.1 SPP Online update
, 4 HPE Cusftom Image for VMware vSphere 6.7 U3 (Oct 2021)
6.7 U3 ﬁgﬁ;io'l SPP Online or Offline vibsdepot http://vibsdepot.hpe.com/hpe/oct.26.2021
2021.10.1 SPP Online update

—

Hewlett Packard
Enterprise


https://support.hpe.com/hpesc/public/swd/detail?swItemId=MTX-517467165f10412d9e06ddf062
https://support.hpe.com/hpesc/public/swd/detail?swItemId=MTX-517467165f10412d9e06ddf062
https://support.hpe.com/hpesc/public/swd/detail?swItemId=MTX-cb5dfa5ffca04d408d99879d27
https://support.hpe.com/hpesc/public/swd/detail?swItemId=MTX-cb5dfa5ffca04d408d99879d27
https://support.hpe.com/hpesc/public/docDisplay?docId=a00097866en_us
https://support.hpe.com/hpesc/docDisplay?docLocale=en_US&docId=a00133620en_us
http://www.hpe.com/support/vmware-vcenter
https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00130066en_us
http://vibsdepot.hpe.com/hpe/jan2022
http://vibsdepot.hpe.com/hpe/may2021
http://vibsdepot.hpe.com/hpe/nov2021
http://vibsdepot.hpe.com/hpe/oct.26.2021

10

—

Hewlett Packard
Enterprise

The ESXi 7.0 content published in the HPE Online Depot is for offline use only. It cannot be used with VMware vSphere Image Builder, VMware Update Manager or
VMware Life Cycle Manager (vLCM) as an online depot.

This Add-on will be displayed in vVLCM with Name “HPE Customization for HPE Servers”. See the VMware vSphere documentation on how to use VMware Life
Cycle Manager (vLCM) with the HPE ESXi 7.0 and updates Add-on, which confains all the HPE Online Depot content for ESXi 7.0 and updates.

Online firmware update for Marvell adapters supported by the glfe3, glfe3i, gcnic, glfe3f, gedf and gedi drivers and Intel adapters supported by the ighn, ixgben and
i40en drivers requires the drivers included in the HPE ESXi 7.0 U2 Add-on and the May 2021 HPE Custom Image for vSphere 7.0 U2.

This Add-on only supports ESXi 7.0 U2 and can only be used in vLCM with the VMware 7.0 U2 Base Image to define the desired image.

This Add-on only supports ESXi 7.0 U3 and can only be used in vLCM with the VMware 7.0 U3 Base Image to define the desired image.

—

Hewlett Packard
Enterprise


https://docs.vmware.com/en/VMware-vSphere/index.html

—

Hewlett Packard
Enterprise

VMware Upgrade Pack 1.4.1.1
VMware Upgrade Pack 1.4.1

VUP 1.41.1 replaces VUP 1.4.1. The difference between 1.4.1.1 and 1.4.1 are listed below:

o replacement of the offline version of the iLO firmware update component to match the firmware version of iLO firmware in the online firmware update component
e updated version of AMS component for ESXi 7.X

Includes updated bootloader to address the UEFI Secure Boot Evasion Vulnerabilities. For more information see: https://www.hpe.com/us/en/services/security-
vulnerability.html.

No ESXi 7.0 or earlier support.

No Gen9 or earlier support

Documentation and downloads for the VMware Upgrade Pack 1.4.1.1 release can be found at: hitps://www.hpe.com/global/swpublishing/MTX-
64dd56¢cchb3ef4c8bbd5d51e62f

If use VMware Life Cycle Manager (vLCM) to perform updates, use of any other mechanism to perform updates will cause the vLCM compliance check fo fail.
Information about the HPE Hardware Support Manager (HSM), HPE vLCM Plug-ins, for Gen10 and forward HPE servers running vSphere 7.0 and forward VMware OS
releases, that enables vLLCM to perform FW update, are available af:
o iLO Amplifier HSM at: iLO Amplifier Pack Documentation

o Deprecation information for iLO Amplifier HSM at: https://support.hpe.com/hpesc/docDisplay?docl ocale=en US&docld=a00133620en us
e  OneView HSM af: HPE OneView for VMware vCenter Documentation

o 0OV4VC 10.1 and older is no longer available. Update to OneView HSM OV4VC 10.2 or newer. Refer to CA:

https://support.hpe.com/hpesc/public/docDisplay?docld=emr_na-a00130066en_us

VMware vSphere

. Firmware Drivers / Software
version

HPE Custom Image for VMware vSphere 7.0 U1 (May 2021)
VUP 1.4.1.1 Online or Offline update for | vibsdepot http://vibsdepot hpe.com/hpe/may2021 3

Gen10 and forward © VUP 1.4.1.1 Online update for Gen10 and forward

HPE ESXi 7.0 U1 Add-on (702.0.010.7.0) *’

70U1

The ESXi 7.0 U1 content published in the HPE Online Depof is for offline use only. It cannot be used with VMware vSphere Image Builder, VMware Update
Manager or VMware Life Cycle Manager (vL.CM) as an online depot.

This Add-on will be displayed in vLCM with Name “HPE Customization for HPE Servers”. See the VMware vSphere documentation on how 1o use VMware Life
Cycle Manager (vLCM) with the HPE ESXi 7.0 U1 Add-on, which contfains all the HPE Online Depot content for ESXi 7.0 U1.

Online firmware update for Marvell adapters supported by the glfe3, glfe3i, gcnic, glfe3f, gedf and gedi drivers and Intel adapters supported by the igbn, ixgben and
i40en drivers requires the drivers included in the VUP 1.41.1, HPE ESXi 7.0 U1 Add-on and the May 2021 HPE Custom Image for vSphere 7.0 U1.

This Add-on only supports ESXi 7.0 U1 and can only be used in vLCM with the VMware 7.0 U1 Base Image fo define the desired image. It cannot be used in vLCM
with the VMware 7.0 Base Image to define the desired image.

—

Hewlett Packard
Enterprise


https://www.hpe.com/us/en/services/security-vulnerability.html
https://www.hpe.com/us/en/services/security-vulnerability.html
https://www.hpe.com/global/swpublishing/MTX-64dd56ccb3ef4c8bbd5d51e62f
https://www.hpe.com/global/swpublishing/MTX-64dd56ccb3ef4c8bbd5d51e62f
https://support.hpe.com/hpesc/public/docDisplay?docId=a00097866en_us
https://support.hpe.com/hpesc/docDisplay?docLocale=en_US&docId=a00133620en_us
http://www.hpe.com/support/vmware-vcenter
https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00130066en_us
http://vibsdepot.hpe.com/hpe/may2021
https://docs.vmware.com/en/VMware-vSphere/index.html

SPP 2021.05.1

Replaced 2021.05.0 SPP to address:
= A security warning requiring user intervention that is observed on Ul page during Offline automatic update of the SPP. Please refer to the following
CA a00120316en us for more details.

= A security vulnerability with CVE-ID CVE-2021-33909 impacting the Bootable ISO of the SPP.

Not supported with VMware Life Cycle Manager (vLCM) and the HPE Hardware Support Manager (HSM) vLCM Plug-ins

No pre-Gen@ support

No VMware vSphere online update of FW, driver or SW components for vSphere 7.0 and updates on Gen?9.
No VMware vSphere online FW, driver or SW components for vSphere 6.7 on Gen9.

SPP documentation and downloads for the 2021.05.0 release can be found at
https://support.hpe.com/hpesc/public/swd/detail?switemld=MTX aa3c6dced84945a1962c9b7f86

—

Hewlett Packard
Enterprise

VMware vSphere
version

Firmware

Drivers / Software

2021.05.1 Online or Offline update for
Gen10 and forward ®

HPE Custom Image for VMware vSphere 7.0 U2 (May 2021)
vibsdepot http://vibsdepot.hpe.com/hpe/may2021 3

70Uz 2021.05.1 Offline update for Gen9 SPP 2021.05.1 Online update for Gen10 and forward
HPE ESXi 7.0 U2 Add-on (702.0.0.10.7.0) *°
2021.051 Online or Offline update for HPE Custom Image for VMware vSphere 7.0 Ul (Mzay 2021)
20Ul Gen10 and forward ¢ vibsdepot http://vibsdepot.hpe.com/hpe/may2021
’ 2021.05.1 Offline update for Gend SPP 2021.05.1 Online update for Gen10 and forward
T b HPE ESXi 7.0 U1 Add-on (702.0.010.7.0) *’
HPE Custom Image for VMware vSphere 6.7 U3 (May 2021)
6.7 U3 2021.05.1 SPP Online or Offline update vibsdepot http://vibsdepot.hpe.com/hpe/may2021

2021.05.1 SPP Online update

VMware Life Cycle Manager (vLCM) as an online depot.

The ESXi 7.0 content published in the HPE Online Depot is for offline use only. It cannot be used with VMware vSphere Image Builder, VMware Update Manager or

This Add-on will be displayed in vLCM with Name “HPE Customization for HPE Servers”. See the VMware vSphere documentation on how to use VMware Life
Cycle Manager (vLCM) with the HPE ESXi 7.0 and updates Add-on, which contains all the HPE Online Depot content for ESXi 7.0 and updates.

Online firmware update for Marvell adapters supported by the glfe3, glfe3i, gcnic, glfe3f, gedf and gedi drivers and Intel adapters supported by the igbn, ixgben and
i40en drivers requires the drivers included in the HPE ESXi 7.0 U1 Add-on and the May 2021 HPE Custom Image for vSphere 7.0 U1.

This Add-on only supports ESXi 7.0 U1 and can only be used in vLCM with the VMware 7.0 U1 Base Image to define the desired image.

Online firmware update for Marvell adapters supported by the glfe3, glfe3i, gcnic, glfe3f, gedf and gedi drivers and Intel adapters supported by the igbn, ixgben and
i40en drivers requires the drivers included in the HPE ESXi 7.0 U2 Add-on and the May 2021 HPE Custom Image for vSphere 7.0 U2.
This Add-on only supports ESXi 7.0 U2 and can only be used in vLCM with the VMware 7.0 U2 Base Image to define the desired image.

—

Hewlett Packard
Enterprise


https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00120316en_us
https://support.hpe.com/hpesc/public/swd/detail?swItemId=MTX_aa3c6dced84945a1962c9b7f86
http://vibsdepot.hpe.com/hpe/may2021
http://vibsdepot.hpe.com/hpe/may2021
http://vibsdepot.hpe.com/hpe/may2021
https://docs.vmware.com/en/VMware-vSphere/index.html

SPP 2021.04.1

Replaced 2021.04.0 SPP to address:
= A security warning requiring user intervention that is observed on Ul page during Offline automatic update of the SPP. Please refer to the following

CA a00120316en _us for more details.

= A security vulnerability with CVE-ID CVE-2021-33909 impacting the Bootable ISO of the SPP.

Not supported with VMware Life Cycle Manager (vLCM) and the HPE Hardware Support Manager (HSM) vLCM Plug-ins

No Gen9 or pre-Gen9 support

SPP documentation and downloads for the 2021.04.1 release can be found at
https://support.hpe.com/hpesc/public/swd/detail?switemld=MTX_9d640e78c9584010a830c34ceb

—

Hewlett Packard
Enterprise

for Gen10 and forward &

VMV\_/are VPSS Firmware Drivers / Software
version

HPE Custom Image for VMware vSphere 7.0 U2 (May 2021)
70U2 2021.04.1 Online or Offline update vibsdepot http://vibsdepot.hpe.com/hpe/may2021 3

SPP 2021.04.1 Online update for Gen10 and forward
HPE ESXi 7.0 U2 Add-on (702.0.0.10.7.0) *°

2021.04.1 Online or Offline update

HPE Custom Image for VMware vSphere 7.0 U1 (May 2021)
vibsdepot http://vibsdepot.hpe.com/hpe/may2021 3

update for Gen10 and forward

70UL for Gen10 and forward © SPP 2021.04.1 Online update for Gen10 and forward
HPE ESXi 7.0 U1 Add-on (702.0.0.10.7.0) *7
. . HPE Custom Image for VMware vSphere 6.7 U3 (May 2021)
6.7 U3 2021.04.1 SPP Online or Offline vibsdepot http://vibsdepot.hpe.com/hpe/may2021

2021.04.1 SPP Online update

The ESXi 7.0 content published in the HPE Online Depot is for offline use only. It cannot be used with VMware vSphere Image Builder, VMware Update Manager or
VMware Life Cycle Manager (vLCM) as an online depot.

* This Add-on will be displayed in vLCM with Name “HPE Customization for HPE Servers”. See the VMware vSphere documentation on how to use VMware Life

Cycle Manager (vLCM) with the HPE ESXi 7.0 and updates Add-on, which contains all the HPE Online Depot content for ESXi 7.0 and updates.

Online firmware update for Marvell adapters supported by the glfe3, glfe3i, gcnic, glfe3f, gedf and gedi drivers and Intel adapters supported by the igbn, ixgben and
i40en drivers requires the drivers included in the HPE ESXi 7.0 U1 Add-on and the May 2021 HPE Custom Image for vSphere 7.0 U1.

This Add-on only supports ESXi 7.0 U1 and can only be used in vLCM with the VMware 7.0 U1 Base Image to define the desired image.

Online firmware update for Marvell adapters supported by the glfe3, glfe3i, gcnic, glfe3f, gedf and gedi drivers and Intel adapters supported by the igbn, ixgben and
i40en drivers requires the drivers included in the HPE ESXi 7.0 U2 Add-on and the May 2021 HPE Custom Image for vSphere 7.0 U2.
This Add-on only supports ESXi 7.0 U1 and can only be used in vLCM with the VMware 7.0 U2 Base Image to define the desired image.

—

Hewlett Packard
Enterprise


https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00120316en_us
https://support.hpe.com/hpesc/public/swd/detail?swItemId=MTX_9d640e78c9584010a830c34ceb
http://vibsdepot.hpe.com/hpe/may2021
http://vibsdepot.hpe.com/hpe/may2021
http://vibsdepot.hpe.com/hpe/may2021
https://docs.vmware.com/en/VMware-vSphere/index.html

—

Hewlett Packard
Enterprise

VMware Upgrade Pack 1.4.2.1

VMware Upgrade Pack 1.4.2
VUP 1.4.2.1 replaces VUP 1.4.2. The differences between 1.4.2.1 and 1.4.2 are listed below:

e  addition of firmware to support the new HPE Intel Gen10 Plus servers

e replacement of the offline version of the HPE iLO firmware update component fo match the firmware version of HPE iLO firmware in the online firmware update
component
e removal of the Isi-mr3 driver component because the HPE ESXi 7.0 U2 HPE Custom Image uses the in-box version of the driver

Includes updated bootloader to address the UEFI Secure Boot Evasion Vulnerabilities. For more information see: https://www.hpe.com/us/en/services/security-
vulnerability.html.

No ESXi 7.0 or earlier support.
No Gen9 or earlier support

Documentation and downloads for the VMware Upgrade Pack 1.4.2.1 release can be found at: hitps://www.hpe.com/global/swpublishing/MTX-
3762cce?274214ab8acb4asbddc

If use VMware Life Cycle Manager (vLCM) to perform updates, use of any other mechanism to perform updates will cause the vLCM compliance check fo fail.

Information about the HPE Hardware Support Manager (HSM), HPE vLCM Plug-ins, for Gen10 and forward HPE servers running vSphere 7.0 and forward VMware OS
releases, that enables vLCM to perform FW update, are available at:
o iLO Amplifier HSM at: iLO Amplifier Pack Documentation
o Deprecation information for iLO Amplifier HSM at: https://support.hpe.com/hpesc/docDisplay?docl ocale=en US&docld=a00133620en us
e  OneView HSM af: HPE OneView for VMware vCenter Documentation
o 0OV4VC 10.1 and older is no longer available. Update to OneView HSM OV4VC 10.2 or newer. Refer to CA:
https://support.hpe.com/hpesc/public/docDisplay?docld=emr_na-a00130066en_us

VMware RS Firmware Drivers / Software
version
HPE Custom Image for VMware vSphere 7.0 U2 (May 2021)
20 U2 VUP 1.4.2.1 Online or Offline update | vibsdepot http://vibsdepot.hpe.com/hpe/may2021 3
’ for Gen10 and forward ® VUP 1.4.2.1 Online update for Gen10 and forward
HPE ESXi 7.0 U2 Add-on (702.0.0.10.7.0) *’

* The ESXi 7.0 U2 content published in the HPE Online Depof is for offline use only. It cannot be used with VMware vSphere Image Builder, VMware Update
Manager or VMware Life Cycle Manager (vL.CM) as an online depot.

* This Add-on will be displayed in vLCM with Name “HPE Customization for HPE Servers”. See the VMware vSphere documentation on how to use VMware Life
Cycle Manager (vLCM) with the HPE ESXi 7.0 U2 Add-on, which contains all the HPE Online Depot contfent for ESXi 7.0 U2.

¢ Online firmware update for Marvell adapters supported by the glfe3, glfe3i, qcnic, qlfe3f, gedf and gedi drivers and Intel adapters supported by the igbn, ixgben and
i40en drivers requires the drivers included in the VUP 1.4.2.1, HPE ESXi 7.0 U2 Add-on and the May 2021 HPE Custom Image for vSphere 7.0 U2.

—

Hewlett Packard
Enterprise



https://www.hpe.com/us/en/services/security-vulnerability.html
https://www.hpe.com/us/en/services/security-vulnerability.html
https://www.hpe.com/global/swpublishing/MTX-3762cce274214ab8acb4a5dd9c
https://www.hpe.com/global/swpublishing/MTX-3762cce274214ab8acb4a5dd9c
https://support.hpe.com/hpesc/public/docDisplay?docId=a00097866en_us
https://support.hpe.com/hpesc/docDisplay?docLocale=en_US&docId=a00133620en_us
http://www.hpe.com/support/vmware-vcenter
https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00130066en_us
http://vibsdepot.hpe.com/hpe/may2021
https://docs.vmware.com/en/VMware-vSphere/index.html

—

Hewlett Packard
Enterprise
7 This Add-on only supports ESXi 7.0 U2 and can only be used in vVLCM with the VMware 7.0 U2 Base Image 1o define the desired image. It cannot be used in vVLCM
with the VMware 7.0 or VMware 7.0 U1 Base Image o define the desired image.

—

Hewlett Packard
Enterprise



—

Hewlett Packard
Enterprise

VMware Upgrade Pack 1.3.1
VMware Upgrade Pack 1.3

VMware Upgrade Pack 1.3.1 replaces VMware Upgrade Pack 1.3 to provide an updated bootloader to address the UEFI Secure Boot Evasion Vulnerability aka BootHole.
For more information see: https://www.hpe.com/us/en/services/security-vulnerability. html

No ESXi 7.0 or earlier support.
No Gen@ or earlier support

Documentation and downloads for the VMware Upgrade Pack release can be found at:_https://www.hpe.com/global/swpublishing/MTX-
1b3c52de05e54950bf311be35d

If use VMware Life Cycle Manager (vLCM) to perform updates, use of any other mechanism to perform updates will cause the vLCM compliance check to fail.

Information about the HPE Hardware Support Manager (HSM), HPE vLCM Plug-ins, for Gen10 and forward HPE servers running vSphere 7.0 and forward VMware OS
releases, that enables vLCM to perform FW update, are available at:
o iLO Amplifier HSM at: iLO Amplifier Pack Documentation
o Deprecation information for iLO Amplifier HSM at: https://support.hpe.com/hpesc/docDisplay?docl ocale=en US&docld=a00133620en us
e OneView HSM at: HPE OneView for VMware vCenter Documentation
o OV4VC 10.1 and older is no longer available. Update to OneView HSM OV4VC 10.2 or newer. Refer to CA:
https://support.hpe.com/hpesc/public/docDisplay?docld=emr_na-a00130066en_us

VMware vSphere

. Firmware Drivers / Software
version
HPE Custom Image for VMware vSphere 7.0 U2 (March 2021)
70U2 VUP 1.3.1 Online or Offline update vibsdepot http://vibsdepot.hpe.com/hpe/mar2021 3

for Gen10 and forward ¢ VUP 1.3.1 Online update for Gen10 and forward
HPE ESXi 7.0 U2 Add-on (702.0.0.10.6.3) *7

The ESXi 7.0 U2 content published in the HPE Online Depoft is for offline use only. It cannot be used with VMware vSphere Image Builder, VMware Update
Manager or VMware Life Cycle Manager (vL.CM) as an online depot.

This Add-on will be displayed in vLCM with Name “HPE Customization for HPE Servers”. See the VMware vSphere documentation on how to use VMware Life
Cycle Manager (vLCM) with the HPE ESXi 7.0 U2 Add-on, which contains all the HPE Online Depot content for ESXi 7.0 U2.

Online firmware update for Marvell adapters supported by the glfe3, glfe3i, gcnic, glfe3f, gedf and gedi drivers and Intel adapters supported by the igbn, ixgben and
i40en drivers requires the drivers included in the VUP 1.3.1, HPE ESXi 7.0 U2 Add-on and the March 2021 HPE Custom Image for vSphere 7.0 U2.

This Add-on only supports ESXi 7.0 U2 and can only be used in vLCM with the VMware 7.0 U2 Base Image to define the desired image. It cannot be used in vLCM
with the VMware 7.0 or VMware 7.0 U1 Base Image to define the desired image.

—

Hewlett Packard
Enterprise


https://www.hpe.com/us/en/services/security-vulnerability.html
https://www.hpe.com/global/swpublishing/MTX-1b3c52de05e54950bf311be35d
https://www.hpe.com/global/swpublishing/MTX-1b3c52de05e54950bf311be35d
https://www.hpe.com/global/swpublishing/MTX-1b3c52de05e54950bf311be35d
https://support.hpe.com/hpesc/public/docDisplay?docId=a00097866en_us
https://support.hpe.com/hpesc/docDisplay?docLocale=en_US&docId=a00133620en_us
http://www.hpe.com/support/vmware-vcenter
https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00130066en_us
http://vibsdepot.hpe.com/hpe/mar2021
https://docs.vmware.com/en/VMware-vSphere/index.html

—

Hewlett Packard
Enterprise

VMware Upgrade Pack 1.2.2
VMware Upgrade Pack 1.2A

VMware Upgrade Pack 1.2.2 replaces VMware Upgrade Pack 1.2A fo provide an updated bootloader to address the UEFI Secure Boot Evasion Vulnerability aka BootHole.
For more information see: https://www.hpe.com/us/en/services/security-vulnerability.html

No ESXi 7.0 or earlier support.

No Gen9 or earlier support

Documentation and downloads for the VMware Upgrade Pack release can be found at:_ https://www.hpe.com/global/swpublishing/MTX-686ca2 /1fcd54a2ca0644bcb7f
If use VMware Life Cycle Manager (vL.CM) to perform updates, use of any other mechanism to perform updates will cause the vLCM compliance check to fail.

Information about the HPE Hardware Support Manager (HSM), HPE vLCM Plug-ins, for Gen10 and forward HPE servers running vSphere 7.0 and forward VMware OS
releases, that enables vLCM to perform FW update, are available at:
o iLO Amplifier HSM at: iLO Amplifier Pack Documentation
o Deprecation information for iLO Amplifier HSM at: https://support.hpe.com/hpesc/docDisplay?docl ocale=en US&docld=a00133620en us
e OneView HSM af: HPE OneView for VMware vCenter Documentation
o 0OV4VC 10.1 and older is no longer available. Update to OneView HSM OV4VC 10.2 or newer. Refer to CA:
https://support.hpe.com/hpesc/public/docDisplay?docld=emr_na-a00130066en_us

VMware vSphere

. Firmware Drivers / Software
version

HPE Custom Image for VMware vSphere 7.0 U1 (January 2021)
VUP 1.2.2 Online or Offline update vibsdepot http://vibsdepot.hpe.com/hpe/jan2021 *

for Gen10 and forward © VUP 1.2.2 Online update for Gen10 and forward

HPE ESXi 7.0 U1 Add-on (701.0.0.10.6.3) *’

70U1

The ESXi 7.0 U1 content published in the HPE Online Depot is for offline use only. It cannot be used with VMware vSphere Image Builder, VMware Update
Manager or VMware Life Cycle Manager (vLCM) as an online depot.

This Add-on will be displayed in vLCM with Name “HPE Customization for HPE Servers”. See the VMware vSphere documentation on how to use VMware Life
Cycle Manager (vLCM) with the HPE ESXi 7.0 U1 Add-on, which contfains all the HPE Online Depot content for ESXi 7.0 U1.

Online firmware update for Marvell adapters supported by the glfe3, glfe3i, gcnic, glfe3f, gedf and gedi drivers and Intel adapters supported by the igbn, ixgben and
i40en drivers requires the drivers included in the VUP 1.2.2, HPE ESXi 7.0 U1 Add-on and the January 2020 HPE Custom Image for vSphere 7.0 U1.

This Add-on only supports ESXi 7.0 U1 and can only be used in vLCM with the VMware 7.0 U1 Base Image to define the desired image. It cannot be used in vVLCM
with the VMware 7.0 Base Image to define the desired image.

—

Hewlett Packard
Enterprise


https://www.hpe.com/us/en/services/security-vulnerability.html
https://www.hpe.com/global/swpublishing/MTX-686ca271fcd54a2ca0644bc67f
https://support.hpe.com/hpesc/public/docDisplay?docId=a00097866en_us
https://support.hpe.com/hpesc/docDisplay?docLocale=en_US&docId=a00133620en_us
http://www.hpe.com/support/vmware-vcenter
https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00130066en_us
http://vibsdepot.hpe.com/hpe/jan2021
https://docs.vmware.com/en/VMware-vSphere/index.html

—

Hewlett Packard
Enterprise

VMware Upgrade Pack 1.2.1
VMware Upgrade Pack 1.2

VMware Upgrade Pack 1.2.1 replaces VMware Upgrade Pack 1.2 to provide an updated bootloader to address the UEFI Secure Boot Evasion Vulnerability aka BootHole.
For more information see: https://www.hpe.com/us/en/services/security-vulnerability.html

No ESXi 7.0 or earlier support.
No Gen9 or earlier support

Documentation and downloads for the VMware Upgrade Pack release can be found at:_https://www.hpe.com/global/swpublishing/MTX-
070d91e67e294e929al657acf7

If use VMware Life Cycle Manager (vL.CM) to perform updates, use of any other mechanism to perform updates will cause the vLCM compliance check to fail.

Information about the HPE Hardware Support Manager (HSM), HPE vLCM Plug-ins, for Gen10 and forward HPE servers running vSphere 7.0 and forward VMware OS
releases, that enables vLLCM to perform FW update, are available af:
e iLO Amplifier HSM at: iLO Amplifier Pack Documentation
o Deprecation information for iLO Amplifier HSM at: https://support.hpe.com/hpesc/docDisplay?docl ocale=en US&docld=a00133620en us
e OneView HSM at: HPE OneView for VMware vCenter Documentation
o 0OV4VC 10.1 and older is no longer available. Update to OneView HSM OV4VC 10.2 or newer. Refer to CA:
https://support.hpe.com/hpesc/public/docDisplay?docld=emr_na-a00130066en_us

VMware RS Firmware Drivers / Software
version
HPE Custom Image for VMware vSphere 7.0 U1 (October 2020)
70 U1 VUP 1.2.1 Online or Offline update vibsdepot http://vibsdepot.hpe.com/hpe/oct2020 *
' for Gen10 and forward © VUP 1.2.1 Online update for Gen10 and forward
HPE ESXi 7.0 U1 Add-on (701.0.0.10.6.0) *7

The ESXi 7.0 U1 content published in the HPE Online Depot is for offline use only. It cannot be used with VMware vSphere Image Builder, VMware Update
Manager or VMware Life Cycle Manager (vL.CM) as an online depot.

This Add-on will be displayed in vLCM with Name “HPE Customization for HPE Servers”. See the VMware vSphere documentation on how to use VMware Life
Cycle Manager (vLCM) with the HPE ESXi 7.0 U1 Add-on, which contains all the HPE Online Depot content for ESXi 7.0 U1.

Online firmware update for Marvell adapters supported by the glfe3, glfe3i, gcnic, glfe3f, gedf and gedi drivers and Intel adapters supported by the igbn, ixgben and
i40en drivers requires the drivers included in the VUP 1.2.1, HPE ESXi 7.0 U1 Add-on and the October 2020 HPE Custom Image for vSphere 7.0 U1.

This Add-on only supports ESXi 7.0 U1 and can only be used in vLCM with the VMware 7.0 U1Base Image to define the desired image. It cannot be used in vLCM
with the VMware 7.0 Base Image to define the desired image.

—

Hewlett Packard
Enterprise


https://www.hpe.com/us/en/services/security-vulnerability.html
https://hpe-my.sharepoint.com/personal/camille_patricia_lozeron_hpe_com/Documents/vibsdepot/mapping/%20https:/www.hpe.com/global/swpublishing/MTX-070d91e67e294e929a1657acf7
https://hpe-my.sharepoint.com/personal/camille_patricia_lozeron_hpe_com/Documents/vibsdepot/mapping/%20https:/www.hpe.com/global/swpublishing/MTX-070d91e67e294e929a1657acf7
https://support.hpe.com/hpesc/public/docDisplay?docId=a00097866en_us
https://support.hpe.com/hpesc/docDisplay?docLocale=en_US&docId=a00133620en_us
http://www.hpe.com/support/vmware-vcenter
https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00130066en_us
http://vibsdepot.hpe.com/hpe/oct2020
https://docs.vmware.com/en/VMware-vSphere/index.html

September 2020 SPP

Replaced 2020.09.0 SPP to address:
= A security warning requiring user intervention that is observed on Ul page during Offline automatic update of the SPP. Please refer to the following
CA a00120316en us for more details.

= A security vulnerability with CVE-ID CVE-2021-33909 impacting the Bootable ISO of the SPP.

Not supported with VMware Life Cycle Manager (vLCM) and the HPE Hardware Support Manager (HSM) vLCM Plug-ins

No pre-Gen9 support

No VMware vSphere online update of FW, driver or SW components for vSphere 7.0 and updates on Gen?9.

No VMware vSphere online FW, driver or SW components for vSphere 6.7 on Gen9.

SPP documentation and downloads for the 2020.09.3 release can be found aft
https://support.hpe.com/hpesc/public/swd/detail?switemld=MTX dd826df9a25d44f2b1a?17a31a

—

Hewlett Packard
Enterprise

2020.09.3 Offline update for Gen9

Vnyare vSphere Firmware Drivers / Software
version
) ) HPE Custom Image for VMware vSphere 7.0 U1 (Oct 2020)
2020.09.3 Online or Offline update , 2 3
70Ul for Gen10 and forward ¢ vibsdepot http://vibsdepot.hpe.com/hpe/oct2020

2020.09.3 SPP Online update for Gen10 and forward
HPE ESXi 7.0 U1 Add-on (701.0.0.10.6.0) *7

6.7U3

2020.09.3 SPP Online or Offline
update

HPE Custom Image for VMware vSphere 6.7 U3 (Oct 2020)
vibsdepot http://vibsdepot.hpe.com/hpe/oct2020
2020.09.3 SPP Online update

with the VMware 7.0 Base Image to define the desired image.

The ESXi 7.0 content published in the HPE Online Depot is for offline use only. It cannot be used with VMware vSphere Image Builder, VMware Update Manager or
VMware Life Cycle Manager (vLCM) as an online depot.

This Add-on will be displayed in vLCM with Name “HPE Customization for HPE Servers”. See the VMware vSphere documentation on how 1o use VMware Life
Cycle Manager (vLCM) with the HPE ESXi 7.0 and updates Add-on, which contains all the HPE Online Depot content for ESXi 7.0 and updates.

Online firmware update for Marvell adapters supported by the glfe3, glfe3i, gcnic, glfe3f, gedf and gedi drivers and Intel adapters supported by the igbn, ixgben and
i40en drivers requires the drivers included in the HPE ESXi 7.0 U1 Add-on and the Oct 2020 HPE Custom Image for vSphere 7.0 U1.

This Add-on only supports ESXi 7.0 U1 and can only be used in vLCM with the VMware 7.0 U1Base Image o define the desired image. It cannot be used in vLCM

—

Hewlett Packard
Enterprise


https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00120316en_us
https://support.hpe.com/hpesc/public/swd/detail?swItemId=MTX_dd826df9a25d44f2b1a917a31a
http://vibsdepot.hpe.com/hpe/oct2020
http://vibsdepot.hpe.com/hpe/oct2020
https://docs.vmware.com/en/VMware-vSphere/index.html

—

Hewlett Packard
Enterprise

VMware Upgrade Pack 1.1.2
VMware Upgrade Pack 1.1A

VMware Upgrade Pack 1.1.2 replaces VMware Upgrade Pack 1.1A fo provide an updated bootloader to address the UEFI Secure Boot Evasion Vulnerability aka BootHole.
For more information see: https://www.hpe.com/us/en/services/security-vulnerability.html

Documentation and downloads for the VMware Upgrade Pack 1.1A release are no longer available.

No Gen9 or earlier support

No ESXi 6.7 or earlier support

Documentation and downloads for the VMware Upgrade Pack release can be found at https://www.hpe.com/global/swpublishing/MTX-cbc3c6765023429481d40e2f27

If use VMware Life Cycle Manager (vL.CM) to perform updates, use of any other mechanism to perform updates will cause the vLCM compliance check to fail.

Information about the HPE Hardware Support Manager (HSM), HPE vLCM Plug-ins, for Gen10 and forward HPE servers running vSphere 7.0 and forward VMware OS
releases, that enables vLLCM to perform FW update, are available af:
e iLO Amplifier HSM at: iLO Amplifier Pack Documentation
o Deprecation information for iLO Amplifier HSM at: https://support.hpe.com/hpesc/docDisplay?docl ocale=en US&docld=a00133620en us
e OneView HSM at: HPE OneView for VMware vCenter Documentation
o 0OV4VC 10.1 and older is no longer available. Update to OneView HSM OV4VC 10.2 or newer. Refer to CA:
https://support.hpe.com/hpesc/public/docDisplay?docld=emr_na-a00130066en_us

VMware vSphere

. Firmware Drivers / Software
version
HPE Custom Image for VMware vSphere 7.0 (Jun 2020)
70 VUP 1.1.2 Online or Offline update vibsdepot hitp://vibsdepot.hpe.com/hpe/jun2020 3

for Gen10 and forward ® VUP 1.1.2 Online update for Gen10 and forward
HPE ESXi 7.0 Add-on (700.00.10.5.5) *

> The ESXi 7.0 content published in the HPE Online Depot is for offline use only. It cannot be used with VMware vSphere Image Builder, VMware Update Manager or
VMware Life Cycle Manager (vVLCM) as an online depot.

* This Add-on will be displayed in vLCM with Name “HPE Customization for HPE Servers”. See the VMware vSphere documentation on how to use VMware Life
Cycle Manager (vLCM) with the HPE ESXi 7.0 Add-on, which contains all the HPE Online Depot content for ESXi 7.0.

° Online firmware update for Marvell adapters supported by the glfe3, glfe3i, gcnic, glfe3f, gedf and gedi drivers and Intel adapters supported by the igbn, ixgben and
i40en drivers requires the drivers included in the VUP 1.1A, HPE ESXi 7.0 Add-on and the June 2020 HPE Custom Image for vSphere 7.0.

—

Hewlett Packard
Enterprise


https://www.hpe.com/us/en/services/security-vulnerability.html
https://www.hpe.com/global/swpublishing/MTX-cbc3c6765023429481d40e2f27
https://support.hpe.com/hpesc/public/docDisplay?docId=a00097866en_us
https://support.hpe.com/hpesc/docDisplay?docLocale=en_US&docId=a00133620en_us
http://www.hpe.com/support/vmware-vcenter
https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00130066en_us
http://vibsdepot.hpe.com/hpe/jun2020
https://docs.vmware.com/en/VMware-vSphere/index.html

VMware Upgrade Pack 1.0
VMware Upgrade Pack 1.0 is superseded by VUP 1.1A

Documentation and downloads for the VMware Upgrade Pack 1.0 release are no longer available.

No Gen?9 or earlier support

No ESXi 6.7 or earlier support

—

Hewlett Packard
Enterprise

If use VMware Life Cycle Manager (vLCM) to perform updates, use of any other mechanism to perform updates will cause the vLCM compliance check fo fail.

Information about the HPE Hardware Support Manager (HSM), HPE vLCM Plug-ins, for Gen10 and forward HPE servers running vSphere 7.0 and forward VMware OS
releases, that enables vLCM to perform FW update, are available af:

e iLO Amplifier HSM at: iLO Amplifier Pack Documentation

o Deprecation information for iLO Amplifier HSM at: https://support.hpe.com/hpesc/docDisplay?docl ocale=en US&docld=a00133620en us
e OneView HSM af: HPE OneView for VMware vCenter Documentation

o 0OV4VC 10.1 and older is no longer available. Update to OneView HSM OV4VC 10.2 or newer. Refer to CA:
https://support.hpe.com/hpesc/public/docDisplay?docld=emr_na-a00130066en_us

VMware vSphere

. Firmware
version

Drivers / Software

VUP 1.0 Online or Offline update for

70 Gen10 and forward

HPE Custom Image for VMware vSphere 7.0 (Apr 2020)
vibsdepot http://vibsdepot.hpe.com/hpe/apr2020 *°
VUP 1.0 Online update for Gen10 and forward

HPE ESXi 7.0 Add-on (700.0.0.10.5.0)

> The ESXi 7.0 content published in the HPE Online Depot is for offline use only. It cannot be used with VMware vSphere Image Builder, VMware Update Manager or

VMware Life Cycle Manager (vLCM) as an online depot.

* This Add-on will be displayed in vLCM with Name “HPE Customization for HPE Servers”. See the VMware vSphere documentation on how to use VMware Life
Cycle Manager (vLCM) with the HPE ESXi 7.0 Add-on, which contains all the HPE Online Depot content for ESXi 7.0.
® This content is superseded by the content in the jun2020 directory.
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https://support.hpe.com/hpesc/public/docDisplay?docId=a00097866en_us
https://support.hpe.com/hpesc/docDisplay?docLocale=en_US&docId=a00133620en_us
http://www.hpe.com/support/vmware-vcenter
https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00130066en_us
https://docs.vmware.com/en/VMware-vSphere/index.html

—
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Enterprise
2020.03.3 SPP

Replaced 2020.03.2 SPP to address:
= A security warning requiring user intervention that is observed on Ul page during Offline automatic update of the SPP. Please refer to the following
CA a00120316en us for more details.
= A security vulnerability with CVE-ID CVE-2021-33909 impacting the Bootable ISO of the SPP.

Replaced 2020.03.0 SPP to provide an updafed bootloader to address the UEFI Secure Boot Evasion Vulnerability aka BootHole. For more information see:
https://www.hpe.com/us/en/services/security-vulnerability.html

No pre-Gen9 support
No VMware vSphere online FW, driver or SW components for vSphere 6.7 on Gen9.

SPP documentation and downloads for the 2020.03.3 release can be found aft
https://support.hpe.com/hpsc/swd/public/detail?switemld=MTX 8837f8ab3e464ce78d637db5(9

VMware vSphere

. Firmware Drivers / Software
version

HPE Custom Image for VMware vSphere 7.0 (Jun 2020)
vibsdepot hitp://vibsdepot.hpe.com/hpe/jun2020 *
HPE ESXi 7.0 Add-on (700.0.0.10.5.5) *

2020.03.3 SPP Offline update for

70 Gen9 only

HPE Custom Image for VMware vSphere 7.0 (Apr 2020)
7.0 2020.03.3 SPP Offline update vibsdepot http://vibsdepot.hpe.com/hpe/apr2020 *°
HPE ESXi 7.0 Add-on (700.00.10.5.0) *

A A HPE Custom Image for VMware vSphere 6.7 U3 (Mar 2020)
6.7 U3 305323'3 SPP Online or Gffline vibsdepot http://vibsdepot.hpe.com/hpe/mar2020
P 2020.03.3 SPP Online update

* The ESXi 7.0 content published in the HPE Online Depot is for offline use only. It cannot be used with VMware vSphere Image Builder, VMware Update Manager or
VMware Life Cycle Manager (vLCM) as an online depot.

* This Add-on will be displayed in vLCM with Name “HPE Customization for HPE Servers”. See the VMware documentation on how to use the HPE ESXi 7.0 Add-on,
which contains all the HPE Online Depot content for ESXi 7.0.

® This confent is superseded by the content in the jun2020 directory.
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https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00120316en_us
https://www.hpe.com/us/en/services/security-vulnerability.html
https://support.hpe.com/hpsc/swd/public/detail?swItemId=MTX_8837f8ab3e464ce78d637db5f9
http://vibsdepot.hpe.com/hpe/jun2020
http://vibsdepot.hpe.com/hpe/mar2020

2019.12.2 SPP

Replaced 2019.12.1 SPP to provide an updated bootloader to address the UEFI Secure Boot Evasion Vulnerability aka BootHole.
https://www.hpe.com/us/en/services/security-vulnerability.html

No pre-Gen@ support

No VMware vSphere online FW, driver or SW components for vSphere 6.7 on Gen9.

SPP documentation and downloads for the 2019.12.2 release can be found at
https://support.hpe.com/hpsc/swd/public/detail?switemld=MTX _b08133f7833b4937b3fc2aba7?2
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For more information see:

VMware to e Firmware Drivers / Software
version
. . HPE Custom Image for VMware vSphere 6.7 U3 (Dec 2019)
6.7 U3 3%;’;22 SPP Online or Offline vibsdepot http://vibsdepot.hpe.com/hpe/dec2019
P 2019.12.2 SPP Online update
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https://www.hpe.com/us/en/services/security-vulnerability.html
https://support.hpe.com/hpsc/swd/public/detail?swItemId=MTX_b08133f7833b4937b3fc2a6a72
http://vibsdepot.hpe.com/hpe/dec2019

2019.09.1 SPP

Replaced 2019.09.0 SPP to provide an updated bootloader to address the UEFI Secure Boot Evasion Vulnerability aka BootHole.
https://www.hpe.com/us/en/services/security-vulnerability.html

No pre-Gen@ support

No VMware vSphere online FW, driver or SW components for vSphere 6.7 on Gen9.

SPP documentation and downloads for the 2019.09.1 release can be found at
https://support.hpe.com/hpsc/swd/public/detail?switemld=MTX cf9eOb454e2145d884d28fe6d4
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For more information see:

VMware to e Firmware Drivers / Software
version
12
2019091 SPP Online or Offline HPE Custom Image for VMware vSphere 6.7 U3 (Ai,lg 2019)
6.7 U3 ubdate olus newer firmware - vibsdepot http://vibsdepot.hpe.com/hpe/aug2019
P P 2019.09.1 SPP Online update plus newer drivers *

1 This version of the vibsdepot directory contains newer drivers that require newer firmware than the drivers and firmware included in the 2019.09.1 SPP. The newer
drivers and firmware, their versions and the URLs for the firmware are listed in the matching section for the HPE Custom Image.

2 This HPE Custom Image contains support for the AMD 2nd Gen EPYC processor drop-in for Gen10 servers.
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https://www.hpe.com/us/en/services/security-vulnerability.html
https://support.hpe.com/hpsc/swd/public/detail?swItemId=MTX_cf9e0b454e2145d884d28fe6d4
http://vibsdepot.hpe.com/hpe/aug2019

2019.03.2 SPP

Replaced 2019.03.0 and 2019.0.1 SPP to provide an updated bootloader to address the UEFI Secure Boot Evasion Vulnerability aka BootHole
https://www.hpe.com/us/en/services/security-vulnerability.html

No pre-Gen@ support

No VMware vSphere online FW, driver or SW components for vSphere 6.7 on Gen9.

SPP documentation and downloads for the 2019.03.2 release can be found at
https://support.hpe.com/hpsc/swd/public/detail?switemld=MTX fba21a76455d48elacab8783¢c5
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. For more information see:

VMware to e Firmware Drivers / Software
version
1
2019032 SPP Online or Offline HPE Custom Image for VMware vSphere 6.7 U3 (AiJg 2019
6.7 U3 ubdate plus newer firmware: vibsdepot http://vibsdepot.hpe.com/hpe/aug?2019
P P 2019.03.2 SPP Online update plus newer drivers?

1 This version of the vibsdepot directory contains newer drivers that require newer firmware than the drivers and firmware included in the 2019.03.2 SPP. The newer

drivers and firmware, their versions and the URLs for the firmware are listed in the matching section for the HPE Custom Image.
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https://www.hpe.com/us/en/services/security-vulnerability.html
https://support.hpe.com/hpsc/swd/public/detail?swItemId=MTX_f6a21a76455d48e1aca68783c5
http://vibsdepot.hpe.com/hpe/aug2019

Revision History

Date

Version

Change Description

12.04.23

2101

Added iLO Amplifier HSM depreciafion information and added CA reference.
Updated vLCM support information for Gen10 Patch Bundle version 2023.09.00.01.

Added vSAN support information starting with Gen11 SPP 2023.10.00.00 and Gen10 Patch Bundle version 2023.09.00.01

releases. For previously released vSAN support, refer to VCG.

11.07.23

210

Added VMware vSphere 7.0 U3 November 2023 HPE Custom Image which includes 7.0 U30
Added VMware vSphere 8.0 U2 November 2023 HPE Custom Image

Added Gen11 SPP 2023.10.00.00

Added Gen10 Patch Bundle version 2023.09.00.01

092123

2.09

Added VMware vSphere 8.0 U2 September 2023 HPE Custom Image

09.14.23

2.08

Added VMware vSphere 7.0 U3 September 2023 HPE Custom Image which includes 7.0 U3n
Added VMware vSphere 8.0 U1 September 2023 HPE Custom Image which includes 8.0a
Added Gen11 Patfch Bundle version 2023.04.00.05

Added Gen10 SPP 2023.09.00.00

08.08.23

207

Added VMware vSphere 8.0 U1 Aug 2023 HPE Custom Image which includes 8.0 Ula
Added VMware vSphere 8.0 Aug 2023 HPE Custom Image which includes 8.0b

06.20.23

206

Added VMware vSphere 8.0 U1 June 2023 HPE Custom Image which includes 8.0 Ula

04.18.23

205

Added VMware vSphere 8.0 U1 April 2023 HPE Custom Image

04.11.23

204

Added VMware vSphere 7.0 U3 April 2023 HPE Custom Image which includes 7.0 U3l
Added VMware vSphere 8.0 April 2023 HPE Custom Image which includes 8.0b
Added Gen11 SPP 2023.04.00.00

Added Gen10 SPP 2023.03.00.00

2/21/2023

2031

Updated notes regarding OneView HSM (OV4VC) support.

2/21/2023

203

Added VMware vSphere 7.0 U3 February 2023 HPE Custom Image

Added VMware vSphere 8.0 February 2023 HPE Custom Image which includes 8.0a
Added Gen11 SPP 2023.02.0

Added Gen10 Patch Bundle 2 Supplement
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Added VMware vSphere 7.0 U3 December 2022 HPE Custom Image which includes 7.0 U3i
Added VMware vSphere 8.0 December 2022 HPE Custom Image

12/20/2022 1 202 Added Gen11 SPP 2022120
Added Gen10 Patch Bundle 1 Supplement
11/30/2022 | 2.01.2 | Updated notes regarding OneView HSM support for 2022.09.01 and added CA reference.
10/25/2022 | 2011 | Fix various links
Added VMware vSphere 7.0 U3 October 2022 HPE Custom Image
2022.03.0 replaced by 22.03.1
10/20/2022 201 Gen9SPPGen?0.19 replaced by Gen9.1
Restored information for the last 6.5 U3 release.
Added VMware vSphere 8.0 IA release
10/11/2022 | 200 | Added SPP 2022.09.01
Removed information on all VMware vSphere 6.5 releases, VMware vSphere 6.7, 6.7 Ul and 6.7 U2 releases.
07/25/2022 | 1.96 | Replaced SPP 2021.10.0 with 2021.10.1
06.28.2022 195 | Added VMware vSphere 7.0 U3f release
Add references to April 2022 Gen9 SPP as Gen9SPPGen?0.19, not Gen9 2022.03.0.
05182022 | 1941 Fix references to latest April 6.7 U3 10 2022, not 2021.
Added March 2022 MSB
Added VMware vSphere 7.0 U3d release
2021.04.0 replaced by 2021.04.1
04.06.2022 194 2021.05.0 replaced by 2021.05.1
2020.09.2 replaced by 2020.09.3
2020.03.0 replaced by 2020.03.3
01.282022 193 | Fixed link to 7.0 U3c OS release notes.
Added VMware vSphere 7.0 U3c OS release
01.27.2022 192 | Removed information for previously released VMware vSphere 7.0 U3 and VUP 1.4.3 as VMware pulled all confent for these

releases.
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11302021 101 Added November 6.7 U3 (PO6) HPE Cusfom Image
o ' Fixed 6.7 U3 and 6.5 U3 footnotes documenting supported HPE ProLiant Blade driver versions
Added October 26 2021 6.5 U3, 6.7 U3 and 7.0 U3 HPE Custom Images
10.26.2021 1.90 Added SPP 2021.10.0
Added information and links for OneView HSM
10.18.2021 181 | Fix footnote 14 for VMware vSphere 7.0 U3 OS release
Added VMware vSphere 7.0 U3 OS release
10.05.2021 1.80 Added VUP 143
VUP 1.1A replaced by VUP 1.1.2
VUP 1.2 replaced by VUP 1.2.1
08.19.2021 171 VUP 1.2A replaced by VUP 1.2.2
VUP 1.3 replaced by 1.31
07.06.2021 1.70 Added VUP 1411
06.16.2021 1.60 Added VUP 1.4.2.1
05.21.2021 152 Added 2021.05.0 SPP section
05.18.2021 151 | Added missing 2021.04.0 SPP section
Added May 2021 6.5 U3, 6.7 U3, 7.0 U1 and 7.0 U2 HPE Custom Images
05042021 1.0 Added VUP 1.4.1 and VUP 1.4.2
03.022021 140 Added VMware vSphere 7.0 U2 OS release

Added VUP 1.3
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01.19.2021

133

Added January 2021 6.5 U3, 6.7 U3 and 7.0 U1 HPE Custom Images
Added VUP 1.2A

Fixed links to older SPPs

2019.03.1 replaced by 2019.03.2

2018110 replaced by 2018111

2018.09.0 replaced by 2018.09.1

2018.06.0 replaced by 2018.06.1

11122020

132

Fix versions of 7.0 U1 OS release. Adjust footnote formatting.

10.07.2020

131

Renamed all MSB to SPP.

10.05.2020

1.30

Added 2020.09.0 SPP
Added VUP 1.2

Add notes for software and driver version differences between 2020.09.0 SPP and 7.0 U1, 6.7 U3 and 6.5 U3 HPE Custom Images

Added VMware vSphere 7.0 U1 OS release
Remove ESXi 5.5 and 6.0 OS release tables and references.

08.24.2020

1206

Replaced VUP 1.1 with VUP 1.1A.
VUP 1.0 superseded by VUP 1.1A
SPP 2020.03.0 superseded by SPP 2020.03.2
SPP 2019.12.0 superseded by SPP 2019.12.2
SPP 2019.09.0 superseded by SPP 2019.09.1

07.02.2020

1205

Added note for Gen9 support for June release of 7.0 HPE Custom Image with March 2020 MSB

06.23.2020

1204

Added VUP 1.1 and June release of 7.0 HPE Custom Image
Added links o VMware documentation for vLCM

04.20.2020

1203

Added link to HPE vLCM Plug-in HSM, new section for VUP 1.0 and referenced VUP 1.0 in 7.0 OS release.

04.14.2020

1.20.2

Added VMware vSphere 7.0 OS release and links fo HPE Custom Image and Add-on
Fix nhpsa vSAN certification footnotes for 6.7 U3 and 6.5 U3 OS tables.

04.03.2020

1201

Updated links for HPE Custom Image and Add-on — Document superseded by 1.20.2
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04.02.2020 120 | Added VMware vSphere 7.0 OS release — Document superseded by 1.20.2
03192020 | 1191 Added footnote to March 2020 MSB 6.5 U3 and 6.7 U3 HPE Custom Image releases referencing updated glnativefc driver and
- - associated CA and stafing that Infegrated Smart Update Tool was included in the image.
03.09.2020 119 | Added March 2020 MSB
02042020 | 1182 | Added Gen9 Smart Array Controller FW footnote to 2019.12.0 references in 6.7 U3 and 6.5 U3 releases.
01.07.2020 | 1181 | Fixed reference to August 29, 2019 VMware vSphere 6.5 U3 release vibsdepot download directory.
12202019 118 | Added 2019.12.0 SPP
Added September 2019 MSB, September 2019 HPE Custom Image for 6.0 U3 and support for September 2019 MSB to 6.0 U3,
09.09.2019 117
6.5U3 and 6.7 U3
09.03.2019 | 1.16.2 | Removed note stating certain NICs are not supported on new EPYC processors.
08202019 | 1161 Added new VMware vSphere 6.5 U3 and added note to VMware vSphere 6.7 U3 to support 2nd Gen AMD EPYC processor drop-in
on GenlO servers.
08.20.2019 116 | Added VMware vSphere 6.7 U3.
06.27.2019 115 | Added VMware vSphere 6.5 U3. Restored Synergy links
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06.05.2019 | 1141 | Removed reference to Synergy links

04.26.2019 114 | Added 2019.03.1 SPP

4182019 1131 | Added 6.7 U2 t0 2019.03.0 SPP fable

04.11.2019 113 | Added VMware vSphere 6.7 U2.

04022019 | 1121 | Added note related to nhpsa driver for Gen? on 6.5 U2 and 6.7U1.

04012019 112 | Added 2019.03.0 SPP

2082019 1113 | Added new version of 6.0 U3 HPE Custom Image. Added note 2018.03.0 SPP and newer now includes HPE value-add software.
12032018 | 1.11.2 | Added reference to Synergy and Superdome links.

11.282018 | 1.11.1 | Clarified how to update previously released HPE Custom Images to newer SPPs
11.27.2018 111 | Added 201811.0 Supplement SPP.

10.04.2018 110 | Added VMware vSphere 6.7 U1
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09.27.2018 19 Added 2018.09.0 MSB and September 2018 HPE Custom Images for 6.0 U3, 6.5 U2 and 6.7.
Fixed datfes of June 2018 HPE Custom Images for 6.0 U3, 6.5 U2 and 6.7.
06.262018 18 Clarifications and change HPE SPP to SPP.
06122018 17 Added 12 June 2018 HPE Custom Images for 6.0 U3, 6.5 U2 6.7 and associated vibsdepot directories.
- ’ Added 2018.06.0 SPP.
05.10.2018 16 Update vibsdepot directory for 6.5 U2 OS release.
05.04.2018 15 Added VMware vSphere 6.5 U2
Added VMware vSphere 6.7
Add links to SPP downloads and documentation
04.17.2018 14 Add SPP online driver update for 2017.7.2 and 2017.10.1
Add SPP online driver and SW update for 2018.03.0
02052018 13 Added 2018.03.0 SPP
R ’ Added Feb 5 2018 HPE Custom Images for 6.5 U1 and 6.0 U3 and associated vibsdepot directories
11.27.2017 12 Fix 5.5 U3 table to list 2017.04.0 SPP as supported with December HPE Custom Image
Added 2017.10.1 SPP
10.26.2017 11 Added Oct 26 HPE Custom Images for 6.5 U1, 6.5 and 6.0 U3 and associated vibsdepot directories
10.06.2017 10 Initial version
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Get connected
hpe.com/info/getconnected

Current HPE driver, support, and security alerts
delivered directly to your desktop

© Copyright 2023 Hewlett Packard Enterprise Development Company, L.P. The information contained herein is subject to change without
noftice. The only warranties for HPE products and services are set forth in the express warranty statements accompanying such products and
services. Nothing herein should be construed as constituting an additional warranty. HPE shall not be liable for technical or editorial errors or
omissions contained herein.
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